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1. EXECUTIVE SUMMARY 
 

The world is experiencing digitalization at a rapid pace and on a scale never seen before. For many of us, 
every aspect of our lives is impacted by technology in one way or another. Artificial intelligence (AI) and the 
Internet of Things (IoT) are becoming a part of our daily lives from the content we see online, services we 
receive, cars we drive and the smartwatches we wear on our wrists. These technologies will change how we 
live, organize, work, and communicate. However, the Fourth Industrial Revolution, which is what industry 
experts are calling this current tidal wave of digitalization, is manifesting itself in different ways around the 
world. How we in the west are experiencing this revolution differs from how most people in sub-Saharan 
African countries are experiencing the role and impact of frontier digital technologies in their daily lives.  

While there is no universal definition of ‘frontier technologies’, they are generally viewed as the next phase 
in the evolution of modern technology. This report focuses on digital frontier technologies. Thus, the term 
frontier technology in this report is used to describe especially AI, machine learning, big data analytics, 
blockchain, drones and the IoT. AI, machine learning, big data analytics, blockchain and drones seem to be 
the technologies used more in development cooperation and linked to SDGs, while there are not so many 
examples of IoT in this context. 

This report examines the linkages between frontier technologies, human rights, and the 2030 Agenda with 
a geographical focus on sub-Saharan Africa – particularly from the perspective of “leave no one behind”. 
The line between frontier and more traditional digital technologies is somewhat blurry, and therefore these 
two are examined side by side throughout this report. There is limited current research or information 
available on the role and impact of frontier technologies on the principle of “leave no one behind”, which is 
a gap this report also aims to fill. The report is produced for the Ministry for Foreign Affairs of Finland. 
Therefore, the focus is especially on those Sustainable Development Goals (SDGs) that are most relevant 
for Finland’s development policy. Literature review is the main methodology used for the report. In 
addition, six expert interviews were conducted to complement the literature review. 

Ensuring that no one is left behind 

The 2030 Agenda presents us with an opportunity to make sustainable development a reality. Universally 
recognized human rights are intrinsically linked with the 2030 Agenda for Sustainable Development and all 
17 Sustainable Development Goals (SDGs). Policy experts have demonstrated that over 90% of SDG targets 
are embedded in human rights treaties. Thus, the SDGs can not be realized without being predicated on 
human rights principles and human rights will not be realized if the SDGs are not met. “Leave no one 
behind” is the underlying premise of all the Sustainable Development Goals, as well as a human rights 
obligation (Human rights and the SDGs, 2017). Leaving no one behind is a human-centred approach to 
development where the needs of those in most vulnerable situations should be considered in all decision-
making processes, activities, and interventions. Progress can not therefore be defined solely based on 
whether the targets and indicators are met, but rather on how equally progress and success is reaching and 
impacting all people, particularly those who are the least accessible. 

Frontier technologies bring both opportunities and challenges 

Literature on frontier technologies highlight the fact that technology plays a key role in the achievement of 
the SDGs and realization of human rights around the world: without harnessing the potential of 
technological innovations, the achievement of the SDGs will not be possible. New technological solutions 
can play a significant role especially in boosting agricultural productivity, improving outcomes in education, 
expanding access to water and sanitation, enabling more efficient renewable energy solutions, predicting 
impacts of climate change, as well as reducing poverty and supporting inclusive growth through digital 
finance and other new models of basic service delivery.  
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Despite the power of technology, the absence of technology is rarely the only barrier that prevents 
achievement of SDGs. In many cases, such as reduction of poverty and inequality or improving the quality 
of education, it is rather a systemic challenge, which technology alone can not solve. In some cases, such as 
in promoting peace, justice, and strong institutions, technology can be a double-edged sword. The very 
same technology supporting democratic principles, transparency, and empowerment is also undermining 
these same ideals. The reason for this ambiguity is that these same technologies have also created mistrust, 
increased the spread of hate speech and disinformation, and have offered new opportunities for censorship 
and surveillance. As a consequence, new digital technology has eroded public trust in ways that would not 
have been possible in its absence. 

The net impacts of technology on SDGs such as reducing gender and overall inequality, supporting 
economic growth and new jobs (especially for people in vulnerable situations), as well as on climate 
change, are the subject of debate. New technologies have introduced a number of opportunities for 
tackling these challenges: some of the poorest have got an access to basic services; technology has helped 
reduce disaster-induced poverty and inequality as well as empowered women in many ways; there is less 
need to do physical, repetitive, and even dangerous labor; and new technologies help in reducing 
greenhouse gas emissions. Simultaneously, on a large scale, technological progress has rather increased 
inequalities than reduced them, there are worrisome predictions of significant changes in future job 
markets that may in particular impact the low skilled and those people in vulnerable situations. The 
exponentially growing use of digital technologies also increases energy use - thus increasing greenhouse 
gas emissions- a fact that is rarely raised in discussions on impacts of digital technology. 

Frontier technologies also bring along new ethical and moral challenges, many of which might be 
unforeseen and unintended. Data protection and privacy questions, as well as unintended discrimination, 
are issues that are most often pointed out as some of the biggest risks related to the use of AI systems. As 
technology tends to reflect many of the existing challenges and structures in our society, these new risks 
are expected to disproportionately impact especially people in vulnerable situations (see for instance van 
Veen, 2018). Currently the most visible discussion on these risks takes place in the West. However, the 
same risks naturally apply in developing countries. The risks are often even amplified since many 
developing countries have weaker laws and policies, regulation enforcement, and accountable institutions 
safeguarding the rights of people. 

The digital divide in the world continues 

Growing inequality and the digital divide within and between countries are the most highlighted and 
discussed challenges of digital and frontier technologies in the literature. Many low-income developing 
countries have yet to take full advantage of technological advances of the past, let alone leapfrogging to 
the Fourth Industrial Revolution. Development cooperation professionals recognize and accept that 
without electricity and broadband internet connection, it is virtually  impossible for people to secure access 
to digital technologies and online economic opportunities  - yet, only a bit over half of the world’s 
population is connected to the internet, and the majority of people are lacking access to fast and affordable 
broadband networks. Especially poor people often lack access to a mobile phone and the internet 
(UNDESA, 2018).  

Universal access to broadband internet seems like the first necessary step towards realizing the principle of 
leave no one behind from the technology perspective. However, broadband is not enough on its own, and 
it does not automatically guarantee digital equality (Kshetri, 2014). A wider overview of technological 
development and its impact holistically and strategically is required. Access without skills, training and 
services is insufficient and opens new vulnerabilities relating to, for example, privacy and data protection. 
There is also a need for strong and accountable institutions as well as the right combination of regulation, 
policies, and incentives to guide the responsible use of frontier technologies. 
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Particular focus on sub-Saharan Africa 

This report examines the role and use of frontier technologies, particularly in sub-Saharan Africa. Perhaps 
needless to say, sub-Saharan Africa is not a unified region. A country’s ability to adopt new technologies 
and digital solutions and deploy those among the population depends largely on the existing digital 
infrastructure and technological readiness - which varies considerably between different sub-Saharan 
African countries. On one end of the spectrum there is South Africa, which is an upper middle-income 
country. South Africa has a notably higher mobile broadband penetration rate than, for example, Tanzania 
and Uganda which are classified as low-income economies (65% in South Africa, 44%, and 40% in Tanzania 
and Uganda respectively). Simultaneously, in some countries mobile broadband penetration rate can be as 
low as 23% in Rwanda or 27% in Somalia (GSMA Intelligence, 2019). Kenya is often considered as the 
trailblazer in digital technology in the African continent, and it has even been given the nickname “Silicon 
Savannah” (the Economist, 2012). In Ethiopia, on the other hand, the most important challenge does not 
seem to be the coverage of the broadband internet and mobile data, but rather the government-imposed 
limitations for the use of the internet (ITU, 2019b). 

Sub-Saharan Africa is filled with examples of pilot projects, programs, initiatives, and businesses that are 
taking advantage of the newest technologies and digital solutions. This report lists some interesting 
projects in the areas of health, agriculture, education, financial inclusion, gender equality and poverty 
alleviation, and big data. The term “leapfrogging” is frequently used in relation to the adoption of new 
technologies in sub-Saharan Africa, as it is expected that several countries will simply bypass intermediate 
stages of technology and go straight into adapting the newer ones (UNCTAD, 2018). 

There are varying perspectives on the tech revolution in Africa. On one hand, there is a lot of optimism and 
even hype around it. The Fourth Industrial Revolution is seen as holding immense promise for alleviating 
some of the challenges that African people continue to face. On the other hand, initiatives and programs 
are often piloted, but they do not lead to long lasting impacts. There are challenges already in the design 
phase of these initiatives, as they are often designed with the technology at the center rather than people. 
They do not always consider the actual needs and priorities of the people but are designed for them instead 
of with them. 

Recommendations 

The recommendations presented in this report are based on an extensive literature review and expert 
interviews. The recommendations represent purely the authors’ vision, not the official position of the 
government of Finland’s. It is also not expected that the government of Finland can support all these areas 
equally. More detailed description of each of the seven recommendations outlined below can be found in 
chapter 9: Recommendations for the government of Finland.  

Recommendations for the government of Finland. 
1. Expand access to digital infrastructure for people in vulnerable situations. 
2. Support digital skills and soft skills to advance digital inclusion. 
3. Strengthen institutions and support more inclusive policies. 
4. Support the development of digital public goods with the beneficiaries. 
5. Support key international policy processes on human rights and/or ethics in technological 

development. 
6. Ensure policy coherence and collaboration between key public stakeholders in Finland. 
7. Introduce an ethical code of conduct for technology projects that Finland supports. 
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3. ABBREVIATIONS 
 

AI Artificial Intelligence 

GDP Gross Domestic Product 

GHG Greenhouse Gas 

ICT Information and Communication Technology 

IoT Internet of Things 

ITU International Telecommunications Union 

OECD The Organization for Economic Co-operation and Development 

OHCHR Office of the United Nations High Commissioner for Human Rights 

SDG Sustainable Development Goal 

SDSN Sustainable Development Solutions Network 

UN United Nations 

UNDESA United Nations Department for Economic and Social Affairs 

UNDP United Nations Development Programme 
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3. INTRODUCTION 
 

“At the end of the day there is no technology that will make up for the lack of intrinsic motivation to 
actually ensure no one is left behind. ‘Leave no one behind’ is first and foremost a people project, 
and the technology is an assistant. The models and examples we are seeing right now are actually 
driving more division in society because some people are exploited more than others in the name of 
helping them - and this is a huge risk across the globe right now.” 

Nanjira Sambuli, World Wide Web Foundation 

The 2030 Agenda for Sustainable Development was adopted by the United Nations General Assembly at 
the UN Sustainable Development Summit in September 2015. The agenda is comprised of 17 Sustainable 
Development Goals (SDGs) with 169 measurable and trackable targets which the world has committed to 
achieving by the year 2030. By some accounts, not one of these goals or targets can be detached from 
technology and digital tools, which play an increasing role not only in global efforts to combat challenges 
like poverty, hunger, disease and inequality, but also in our joint efforts to realize the 2030 Agenda (UN 
Secretary-General’s High Level Panel on Digital Cooperation, 2019). This Agenda presents us with a 
roadmap towards a world that is more prosperous and peaceful, a world where the climate and 
environment are cared for and protected, a world where institutions and systems are reimagined and 
redesigned to better meet the needs of populations all over the world. More importantly, the 2030 Agenda 
set forth one very ambitious and very important promise: to leave no one behind. This concept of “leave no 
one behind” is the crosscutting and overarching principle of the Goals, a noble and ambitious aspiration of 
equality and social justice as well as growing prosperity and well-being that extends to even the most 
marginalized, poorest, distant, discriminated and hardest to reach populations. 

Universally recognized human rights, set forth in international human rights instruments, are intrinsically 
linked with the 2030 Agenda for Sustainable Development and all the 17 Sustainable Development Goals. It 
has been shown that over 90% of SDG targets are embedded in human rights treaties (Human rights and 
SDGs, 2017). Thus, the SDGs cannot be realized without grounding them in human rights principles and 
human rights will not be realized if the SDGs are not met. 

The Fourth Industrial Revolution 

We are facing the so-called Fourth Industrial Revolution that is characterised by numerous new 
technologies bringing together the physical, digital and biological worlds, impacting all parts of the 
economy and society. These technologies change how we live, organise, work and communicate and 
generate enormous potential for society and business (Davis, 2016). It is therefore no surprise that these 
new technologies also play an increasing role in development cooperation. While there is no one 
universally agreed upon term to refer to such technologies, this report uses the term “frontier 
technologies” to refer to them. Other terms that are commonly used in literature, research and practice 
include “new technologies”, “modern technologies” and “emerging technologies”.  

This report focuses on digital frontier technologies. These include 1) IoT, consisting of devices and objects 
whose state can be altered with or without active involvement of individuals, 2) big data analytics, which 
allow the processing and interpretation of large amounts of data to reveal patterns, correlations and other 
insights, 3) blockchain, which is a digital database of transactions that is shared across a network of 
computers, and 4) AI, which often refers to machines performing human-like cognitive functions, such as 
learning, problem solving and pattern recognition (OECD, 2017). AI is an especially pervasive part of the 
Fourth Industrial Revolution, as it automates skills that previously only humans possessed (Bajewa et al, 
2016). AI, machine learning, big data analytics and drones seem to be the technologies used more in 
development cooperation and linked to SDGs, while there are not so many examples of IoT in this context. 
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Sustainable Development Goals, human rights and technology 

Frontier technologies are in a key position to function as an enabling tool towards protecting human rights 
and realizing the SDGs - but at the same time, it is important to critically analyze their potential to be scaled 
up to reach large masses of people. At this point, the use of most of these technologies in development 
programs remains at the level of pilot projects, as was pointed out by Ms. Nanjira Sambuli, Senior Policy 
Manager of the World Wide Web Foundation, during her interview. They also often rely on existing 
technologies: AI can be used in the back end of a smartphone application, but for an AI algorithm to be 
useful for someone, they first need access to a smartphone and data. Therefore, frontier technologies can 
not be examined separate from older technologies: one cannot exist without the other. Several of the 
experts interviewed for this report underscored the linkages between older technologies and frontier 
technologies, like Mr. Aki Enkenberg, ICT Policy Specialist at the World Bank, who noted that many of the 
technologies that may be discussed in literature or research as “frontier” do not present themselves that 
way to the consumer. For example, AI is heavily used in mobile money and digital finance services, but the 
end consumer may never be aware of the role of AI in their mobile banking app or M-Pesa transactions. AI 
and machine learning algorithms are increasingly used to determine whether a person is loan worthy, but 
that individual may never be aware of the amount of AI that went into their personal loan decision. The line 
between frontier and traditional technologies is blurry, and therefore these two are examined side by side 
throughout this report.  

“The very name of frontier technologies imply that they are at the frontier. If we look at the world 
as a whole. Drones have not been truly scaled up except in various military applications. Block chain 
has not been scaled up anywhere. AI is not giving health information to us in the West either. Thus, 
how could frontier technologies be scaled up in poorer countries?” 

Chris Fabian, UNICEF Innovation 

Report overview  

This report examines the linkages between frontier technologies, human rights, and the 2030 Agenda with 
a geographical focus on sub-Saharan Africa - particularly from the perspective of the principle of “leave no 
one behind.” The report starts by introducing the objectives and methodology in chapter 4. In chapter 5, 
the report presents an overview of the “leave no one behind” approach to the 2030 Agenda, and what this 
means in terms of technology. Chapter 6 provides a detailed overview of opportunities and challenges 
technology brings for the realization of the SDGs and human rights and what the nature of conversation is 
on these topics by different interest groups, including academia and development professionals.  

Chapter 7 provides a snapshot of how frontier technologies are being used in sub-Saharan Africa, with a 
few case studies from several countries. The report ends with conclusions as well as a list of concrete 
recommendations for the government of Finland on how to best incorporate the different aspects of 
reaching SDGs through technology while not neglecting human rights-based approach in the development 
cooperation programs of Finland.  
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Box: Four industrial revolutions and a snapshot of the recent history 

The First Industrial Revolution, beginning in 1784, introduced early automation through machinery and 
boosted intra-national connections by building of bridges and railways. 

The Second Industrial Revolution began in 1870 when automation enabled mass production and fostered 
more efficient, productive connectivity via the division of labor. 

The Third Industrial Revolution commenced in 1969. It was propelled by the rise of the digital age, of more 
sophisticated automation, and but increasing connectivity between and within humanity and the natural 
world. 

The Fourth Industrial Revolution is being driven by extreme automation and connectivity. A special 
feature will be benefitting from big data processing and the wider implementation of artificial intelligence 
(Bajewa et al, 2016). 

The current AI boom started in 2012. That is when researchers made a breakthrough using a machine-
learning technique called deep learning. Since the breakthrough, researchers have created AI systems that 
can match or exceed the best human performance in recognizing faces, identifying objects, transcribing 
speech, and playing complex games. In 2018, a deep-learning algorithm beat the reigning chess computer 
program after spending only four hours playing millions of games against itself without any human 
training data or hand-coded rules to guide its behaviour (Scharre, 2019). 

Researchers are now applying AI to some real-world problems, such as diagnosing skin cancers, driving 
cars and improving energy efficiency. AI tools are becoming more widely available. Large organizations 
are the most likely to benefit due to their ability to amass large data sets, especially if they have large 
quantities of computing power. Many of the AI applications are available online for anyone to use 
(Scharre, 2019) and most humans in western countries are using technology or digital platforms that 
utilize AI on daily basis, from our smartphones to online banking systems and social media.  
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4. OBJECTIVES AND METHODOLOGY 
 

This report is produced for the Ministry for Foreign Affairs of Finland and under their guidance. The 
selection of approaches and focus areas for this report was accomplished in collaboration with a steering 
committee, convened by the Ministry. The steering committee included experts from the Foreign Ministry, 
Finnish University Partnership for International Development (UniPID) network as well as UN Technology 
Innovation Lab (UNTIL). 

The main objectives of the report are: 

• to generate evidence and understanding on opportunities and challenges related to the use of 
frontier technologies in development co-operation, especially focusing on their contributions to 
SDGs and impacts on human rights for people in vulnerable situations in sub-Saharan Africa; 

• to generate a synthesis of some of the key discussions around opportunities and challenges related 
to new technology and leaving no one behind; 

• to clarify the key terminology related to technology in developing country context; and 

• to provide recommendations for the Finnish government to consider in its Development Policy. 

Literature review is the main methodology used for the report. This paper presents a review of UN reports 
and policy documents, reports by other key international organizations such as the World Bank Group, 
OECD, and the World Economic Forum, academic literature; reports produced by civil society organizations; 
and opinion pieces or reports published on different platforms, including media, blog posts and other 
conversation starters. In addition, the content in this report is also based on six expert interviews that were 
conducted in September and October 2019.  

Both human rights and development are within the mandate of the UN. Thus, the United Nations system is 
perceived as having an important role to play in ensuring that the development and application of 
technologies benefiting humanity are anchored by universal norms and standards, and support sustainable 
development and peace (Susar and Aquaro, 2019). In addition, the World Bank and UN organizations such 
as the International Telecommunications Union (ITU), are major providers of data on developing countries. 
Therefore, the materials that the UN and intergovernmental organizations have produced are the key basis 
for this report.  

The UN and other major international organizations sources are complemented by data, experiences and 
views of other organizations and experts, ranging from academia and media to non-governmental 
organizations and multi-stakeholder platforms. Both authors of this report are experienced development 
policy professionals and quite familiar with most of the organizations whose reports are used as a source. 
Thus, the authors have used their own expertise in trying to find key conversations and trustworthy sources 
to be presented in the report. 

Different organizations, groups, and people have differing points of view on the level of emphasis given on 
the benefits versus the risks related to frontier technology, and technology overall in helping the 
development of poor communities especially in the least developed countries. Many of these differing 
points of view depend on whether a certain solution or technology is assessed on its own, or the emphasis 
is more on the existing social structures and equity questions. The report tries to capture these different 
viewpoints and thus it presents opportunities and risk related to frontier technologies found in the 
literature. The report does not present an exhaustive list of opportunities and risks, as these also evolve 
constantly as new technologies are developed and deployed. 

The literature review has been complemented by six expert interviews. The names, titles, and key 
affiliations of the experts interviewed for the report are the following: 

• Mr. Aki Enkenberg, ICT policy specialist, the World Bank, 
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• Mr. Bitange Ndemo, Professor of Entrepreneurship, University of Nairobi and former Permanent 
Secretary, the Ministry of Information and Communication of Kenya, 

• Mr. Chris Fabian, Senior Advisor on Innovation, UNICEF, 
• Mr. Martin Searle, Associate Research Fellow at S. Rajaratnam School of International Studies, 
• Ms. Nanjira Sambuli, Senior Policy Manager, World Wide Web Foundation and a member of UN 

Secretary General’s High-level Panel on Digital Cooperation, and 
• Ms. Virginia Dignum, Professor at Umeå university, and a member of the European Commission 

High Level Expert Group on Artificial Intelligence. 

The opinions expressed in this report by the interviewees are their own and do not necessarily represent 
the entities and organizations they work for at the moment or have worked for previously. 

The interviews did not bring any notably different perspectives that were not found in the literature. They 
rather confirmed many of the issues discussed in the literature and partly guided what issues were chosen 
to be given more emphasis in this report. The results of the interviews are not written in the report 
separately, but the comments, experiences, views, and recommendations can be found throughout the 
report, and they have influenced the conclusions and recommendations provided in the report by the 
authors. 

Limitations 

It was difficult to find enough relevant academic research on the topic. The academic literature the authors 
were able to find seemed to be mostly literature reviews that used the data compiled, for instance, by ITU 
and the World Bank, the same sources that the authors used for this report. Naturally there might be more 
research findings if one were to choose a very specific focus area, such as one country in Africa, one SDG, 
and one technology. However, the purpose of this report is to give a bigger picture of digitalization and 
especially frontier technologies and how they impact SDGs and human rights. 

Even if there is quite a wealth of literature available on the broader topic of frontier technologies, it was 
difficult to find enough relevant and trustworthy literature of high quality on certain more focussed topics. 
The authors found it especially challenging to find such literature that links individual SDGs to relevant 
human rights or literature that presents a comprehensive list of opportunities and challenges related to 
each SDG, and provides analysis. 

The authors were planning to find more African women to interview. However, due to the time constraints, 
only one African woman ended up being represented, and only two women in total. The authors are aware 
that most thoughts and opinions gathered from the interviews are from white western men. Overall, much 
of the existing and relatively easily available literature also provides points of views of western men and 
women. This highlights one very pervasive challenge of the technology field in general, which is also 
represented in the use of technology in international development. 

The topic of digitalization, frontier technology, SDGs, and human rights in developing countries is very 
broad. Thus, this report provides only a snapshot of some data, research, and conversations around these 
topics. This report was accomplished under a limited timeframe, and it does not even try to cover all 
evidence and conversations on these topics. For such purposes, there would need to be more detailed 
studies drilling deeper into some more focused areas, and, for instance, assessments of impacts of one 
technology in one country around one SDG, or certain specific human rights. 
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5. THE “LEAVE NO ONE BEHIND” APPROACH 
 

5.1 WHAT DOES IT MEAN TO “LEAVE NO ONE BEHIND” 

As part of the 2030 Agenda for sustainable development, the UN member states have committed to 
upholding the principle of “leave no one behind” in their implementation of the SDGs. This also entails the 
promise to “endeavour to reach the furthest behind first” (UNDP, 2018). The resolution adopted by the 
General Assembly on September 25th, 2015 states the following:  

As we embark on this great collective journey, we pledge that no one will be left behind. 
Recognizing that the dignity of the human person is fundamental, we wish to see the Goals 
and targets met for all nations and peoples and for all segments of society. And we will 
endeavour to reach the furthest behind first. 

UN General Assembly 2015: Resolution A/RES/70/1, paragraph 4 

There is no one universal definition for what “leave no one behind” means in the context of the Sustainable 
Development Agenda. On a practical level it means different things to different countries that are in varying 
stages of SDG implementation and progress. Countries are also faced with different challenges in terms of 
poverty, inequality, and discrimination. However, certain elements are common across the various sources 
and documents that examine the definition of leaving no one behind. For example, the United Nations 
Sustainable Development Group, UNSDG (2019) identifies the following factors that constitute the driving 
forces behind exclusionary processes: 

• discrimination, 
• geography, 
• vulnerability to shocks, 
• governance, and 

• socio-economic status. 

Leaving no one behind is a people-centered approach to development where the needs and rights of those 
who are in most vulnerable situations should be taken into account in all decision-making processes, 
activities, and interventions. Progress cannot therefore be defined solely based on whether the targets and 
indicators are being met, but also on how equally progress and success is reaching and impacting all 
people, particularly those who are the hardest to reach. The figure below illustrates how the leave no one 
behind approach centers the needs and rights of all people as the starting point for all and any activities 
and initiatives, with a focus on sustainability and environmental protection. It also outlines the need to 
move from focusing on economic growth and targets as indicators of success to evaluating how evenly 
progress and development is reaching all people - especially those who are in vulnerable situations and 
hardest to reach. This also means re-evaluation and reshaping our current development frameworks, 
funding processes, and procedures to ensure that in all actions and interventions, the principle of “leave no 
one behind” is strategically and purposely taken into account (OECD, 2018.)  

In practice, implementing this principle is neither simple nor easy. Existing inequalities are further widened 
by large scale global trends such as climate change, globalization, gender discrimination, the refugee crisis, 
and technological advancements. All of these processes have a disproportionate impact on the poorest and 
those in most vulnerable situations - those who were pledged to not be left behind. Economic growth alone 
is not a sufficient tool for bridging existing inequalities and discriminatory processes and, conversely, when 
left on its own, often ends up widening them (UNCDP, 2018).  
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Figure 1. Leaving no one behind

 

Source: OECD, 2018 

While progress has been achieved towards all the Sustainable Development Goals, existing data gaps make 
it hard to fully understand how well the world is on track to achieve the 2030 Agenda, and how evenly 
success is reaching different populations. The SDG Index was developed to track each country’s progress 
towards each of the 17 Goals, scoring countries between 0 (worst) and 100 (best). Currently, Scandinavian 
countries top the ranking, but are still significantly under the score of 100. Ten countries are still falling 
below the score of 50, all of them low income countries, and many of them are countries that have 
experienced either natural catastrophes or conflicts since the 2030 Agenda was adopted. While some low-
income countries are making progress towards decreasing extreme poverty, the rate of progress remains 
too slow and too uneven (Sachs et al, 2019a).  

Although the world halved the rate of extreme poverty from what it was in 1990 by 2015, and though 
poverty has continued to decrease since, the rate it is decreasing or has slowed down. This decreasing rate 
is raising concerns of whether the goal of ending poverty by 2030 can be reached (World Bank, 2018a). The 
World Bank found that while global poverty rates are decreasing, a number of individual countries continue 
to see rising poverty rates. Those rising rates tend to be particularly among populations who were already 
the poorest and in the most vulnerable situations. In other words, the same people the “leave no one 
behind” approach is supposed to be reaching are in some cases now at least relatively worse off than they 
were before. The World Bank tracks an indicator called “shared prosperity”, defined as the growth in the 
average consumption or income of the poorest 40% of the population in a given country. Latest data show 
that while most countries have experienced positive trends in the income and consumption of the bottom 
40%, in the poorest countries (many in sub-Saharan Africa) income growth for the bottom 40% has been 
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lower than in the rest of the world (World Bank, 2018b). The shared prosperity indicator combined with 
tracking poverty rates offers an in-depth view into not only the general trends of poverty and income, but 
the relationship and inequality among the top and bottom income earners within countries.  

From the perspective of leaving no one behind, ending extreme poverty is a prerequisite for all of the SDGs. 
As long as poverty continues to persist and even worsen in certain areas, it is clear that people affected by 
it will continue to experience other deprivations in the areas of health care, education, equality, access to 
participation and decision making, decent housing, clean water and sanitation, energy, etc. According to 
the UN’s most recent review of the progress made on the SDGs, in some cases progress has been halted or 
even reversed - and those suffering the most are the most vulnerable countries and people in most 
vulnerable situations (UNDESA, 2019).  

 

5.2 ROLE OF TECHNOLOGY IN LEAVING NO ONE BEHIND 

Technology can be a tool for bridging gaps, or it can be a wedge that widens them. It can give people access 
to more services, information, participation, and economic and financial tools - or it can push people in 
vulnerable situations even further into the margins. Technology is needed to not only to realize the 2030 
Agenda but also for ensuring that the principle of leaving no one behind is upheld and realized. To make 
that happen, governments, multilateral agencies, decision makers, and other stakeholders have to take 
concrete and deliberate actions in terms of policies, legislation, infrastructure, and budgets that harness 
the potential of technology for promoting equality and participation instead of widening existing gaps.  

In the Sustainable Development Report 2019, which provides the most recent comprehensive overview of 
how the world is faring in terms of reaching the SDGs, the Sustainable Development Solutions Network 
(SDSN) is proposing an approach titled “The Six Transformations to Achieve the SDGs”. The Transformations 
describe major societal changes that transform resource use, institutions, technologies and social relations 
- and are integral for the realization of the 2030 Agenda (Sachs et al, 2019a). The purpose of these 
“transformations” is to aid governments with determining how to organize the implementation of the 
Sustainable Development Agenda at the country level by bringing together several SDGs under one more 
broad theme, or “transformation”. See the figure below for more information on the six transformations.  

Figure 2. Six SDG transformations underpinned by the principles of leaving no one behind 

 

Source: Sachs et al, 2019a 
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Transformation 6, titled “Digital Revolution for Sustainable Development,” calls for a comprehensive set of 
regulatory standards, physical infrastructure and digital systems to harness the positive potential of 
technology for the SDGs. The authors behind the transformations propose four sets of interventions: 

1. universal access to high quality, low-cost mobile broadband; 
2. measures to promote digital inclusion, skills, privacy protection and universal identity; 
3. taking concrete action to harness technology for achieving the SDGs on individual country level, e.g. 

through the digitalization of healthcare and education, online finance and payments, and 
supporting public goods; and 

4. strengthening the ability of public institutions to govern and shape digital innovations towards 
sustainable development. 

As the repercussions of the Fourth Industrial Revolution are impacting nearly every sector of our lives from 
economics to healthcare and education to manufacturing, social interactions to transportation and 
agriculture to retail, it is undeniable that the digital revolution also plays a significant role in achieving the 
Sustainable Development Agenda. (Sachs et al, 2019b).  

How technology can best be harnessed to bridge existing gaps and inequalities and promote the principle 
of leaving no one behind is another matter though - one that requires more attention, research and 
deliberate actions from governments and stakeholders.  

There is already a clear divide in the access to the digital world – within and between countries. Even if 
more people in developing countries own a mobile phone than have access to electricity or clean water, 
the difference between poor countries and high-income countries is clear. The lowest mobile penetration is 
in Sub-Saharan Africa (73%), against 98% in high-income countries (World Bank, 2016). Internet adoption 
has lagged even more behind. According to the ITU estimate, 51.2% of the global population had access to 
the internet at the end of 2018 (ITU, 2019b). The digital divide within countries can be as high as that 
between countries. Especially poor people lack access to a mobile phone and the internet. While the divide 
between rural and urban populations seem to be decreasing for mobile phones, it is increasing for the 
internet (World Bank, 2016). Women are less likely than men to use digital technologies. According to the 
most recent Afrobarometer (2019), although the proportion of women who regularly use the Internet has 
more than doubled over the past five years (from 11% to 26%), men’s regular Internet use has doubled 
over the same period (from 17% to 34%). This has led to widening the gender divide.  

Quantity and quality of access also play an important role, especially when considering the benefits of the 
Fourth Industrial Revolution, including AI systems. Only around 15% of the world’s population can afford 
access to broadband internet (World Bank, 2016). The Global Information Technology Report 2015 studies 
the use of internet data in 86 countries from 1980 to 2011. The report concluded that a 10% increase in 
fixed broadband penetration results in a 1.35% increase in GDP growth in the developing countries and a 
1.19% increase in developed economies. Doubling the mobile broadband data use contributed to a 0.5% 
increase in GDP per capita growth rates (Maiti & Awasthi, 2019). This point was also underscored by Ms. 
Sambuli during her interview. She pointed out that mobile phones are devices that are strongly geared 
towards consumerism but are less useful for creating content or producing efficient work. According to her, 
many websites for government services and information are still not mobile-compatible in Africa. 
Therefore, we can not simply look at mobile broadband penetration rates as the only indicator of 
connectivity and need to pay more attention to the availability and quality of broadband connections as 
well (Nanjira Sambuli interview, 2019).  

“There is this narrative about Africa being a ‘mobile first’ continent. But I always ask people: how 
much meaningful work can you do on your mobile phone? How many pieces of paper are you able 
to write on your phone, what actual work are you able to do based on your mobile phone. And 
because the answer is always “very little”, why is that supposed to be okay and enough for the 
African people?” 

Nanjira Sambuli, World Wide Web Foundation 
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Universal access to broadband internet seems like the first necessary step towards realizing the principle of 
leave no one behind from the technology perspective. However, it is not enough on its own, and it does not 
automatically guarantee digital equality (Kshetri, 2014). Access without skills, training, and services is 
insufficient and opens up new vulnerabilities relating to, for example, privacy, data, and trafficking. Access 
does not guarantee equality of opportunity. While technology and digital tools have been in one way or 
another integrated into the educational systems across Africa, the expansion and adoption of these 
measures remains slow due to lack of sufficient ICT policies, infrastructure (e.g. electricity, internet, 
software and hardware), teacher capacity and financial resources, which can in turn result in further 
widening of the digital divide between population segments (Barakabitze et al, 2019).  

Market forces alone will not guide the digital revolution in the right direction, and in order for the principle 
‘leave no one behind’ to be fulfilled, the societal changes that are both needed for and caused by the digital 
revolution need to be better anticipated and managed by governments, decision makers, and key 
stakeholders (Sachs et al, 2019b). It is often believed that access to technologies will somehow trickle down 
to the “next billion”. Still, that would leave the poorest and people in most vulnerable situations even 
further behind. As old technologies become more widely accessible, newer ones will continue to be 
available only to the richest. Therefore, it is somewhat surprising that ICTs are rarely mentioned in 
international fora relating to SDG 10 on reducing inequalities, and none of the targets of this Goal make any 
references to digital technologies (Unwin, 2019). 

Developing countries are not falling behind on reaping the benefits of technology because of lack of will or 
determination. They are falling behind due to the major development challenges they continue to face 
from persistent rates of extreme poverty to being able to fully participate in the global market. Structural 
limitations in areas of science, technology, and innovation also have a hindering effect. If these gaps remain 
or are allowed to widen, developing countries will not achieve the SDGs by 2030, nor live up to the promise 
of leaving no one behind (Utoikamanu, 2018). To realize the principle of leaving no one behind, 
governments need to do more than place added focus on those at the bottom. More attention and 
deliberate action need to be taken to address extreme intra- and international inequalities and the 
concentration of income, wealth, and political power and breaking the link between economic and social 
exclusion and decision-making power (UNCDP, 2018). In this, technology can become a tool for good: when 
used responsibly, it can bring people from the margins to the forefront of global discussions. It can amplify 
those voices that are too often left out of decision-making processes. It can bring vital information in the 
hands of the disenfranchised. It can elevate, empower and encourage people whose needs should be at the 
centre of development programs and interventions. But this process will not happen on its own. Rather, it 
will require political will, financial resources and prioritizing the needs and rights of the people who, despite 
the world’s promises, continue to be left behind from economic, social, and technological progress.  
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6. HOW FRONTIER TECHNOLOGIES CONTRIBUTE TO THE SUSTAINABLE DEVELOPMENT 

GOALS AND HUMAN RIGHTS  
 

6.1 THE DEVELOPMENT COOPERATION PRIORITIES OF FINLAND 
This chapter takes a closer look at how SDGs and human rights are linked, what a human rights-based 
approach in technology means and what are some of the opportunities and risks related to achieving 
selected SDGs in developing countries with the help of digital technologies overall, and frontier 
technologies in particular. This chapter does not provide an exhaustive list of ways to deploy frontier 
technologies in developing countries, but more of a broad overview of different ways in which digital and 
frontier technologies can be utilized across different thematic program areas in development cooperation.  

This chapter focuses on those SDGs that are most relevant for the current development policy of Finland. 
According to the official website of the Ministry for Foreign Affairs of Finland, the goal of the development 
policy of Finland is the eradication of poverty (SDG1) and inequality (SDG10) and the promotion of 
sustainable development. Development policy also facilitates finding solutions to other global challenges, 
such as climate change (SDG 13). In addition, there are four specific priorities as follows: 

1. the right and status of women and girls (SDG 5), 
2. the growth of developing countries' economies to generate more jobs, livelihoods and well-being 

(SDG 8), 
3. democratic and better-functioning societies, including strong institutions and education (SDG 4, 

SDG 16), and 
4. food security, access to water and energy, and sustainable use of natural resources (SDG 2, SDG 6, 

SDG 7, SDG 15). 

In addition to the above-mentioned SDGs, partnerships (SSDG 17) are also important for the development 
policy of Finland. Thus, this chapter focuses on SDG 1, 2, 4, 5, 6, 7, 8, 10, 13, 15, 16, and 17. Special 
emphasis is given to the approaches that support people in vulnerable situations, as per the ‘leave no one 
behind’ approach, whenever possible. 

 

6.2 SDGS AND HUMAN RIGHTS - HOW ARE THESE AGENDAS LINKED 
The 17 Sustainable Development Goals set forth an ambitious global agenda for a more peaceful, equal, 
and prosperous planet and humanity. The Goals define measurable and trackable targets for poverty 
reduction, hunger eradication, improved health and education, gender equality, environment and climate 
change mitigation, and more. 

The entire 2030 Agenda is premised and founded upon universal human rights and it is increasingly 
recognized that human rights are essential to achieve sustainable development in a way that truly leaves 
no one behind (see for instance Human rights and the SDGs, 2017). 

Since human rights are part and parcel of every SDG there is no separate SDG on human rights. Policy 
experts have demonstrated that over 90% of SDG targets are embedded in human rights treaties. It is not 
just about how the promotion and protection of human rights contributes to the realization of the SDGs 
but also about how progress towards the SDGs can contribute to the enjoyment of human rights. 
Moreover, the commitment to ‘leave no one behind’ is both an SDG imperative and a human rights 
obligation. Thus, to be truly transformative and ‘leave no one behind’, SDGs must integrate the human 
rights principles of equality and non-discrimination. (Human rights and the SDGs, 2017). 

OHCHR has produced a table where it maps how each SDG links to a human right. The OHCHR’s table is 
used as a basis in this report on linking each SDG to specific human rights as well as to produce the table 
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below1. The table was modified only by adding colour coding. Those SDGs highlighted in green are Finland’s 
development policy priorities. 

Figure 5. How SDGs link to human rights 

Sustainable Development Goal   Related human rights     

Goal 1 No poverty   Right to an adequate standard of living   

      Right to social security     

      Equal rights of women in economic life   

Goal 2 Zero hunger   Right to adequate food     

      International cooperation     

Goal 3 Good health and   Right to life     

  well-being   Right to health     

      Special protection for mothers and children 

      Right to enjoy the benefits of scientific progress and its application 

      International cooperation     

Goal 4 Quality education   Right to education       

      Equal rights of women and girls in the field of education 

      Right to work, including technical and vocational training 

      International cooperation     

Goal 5 Gender equality   Elimination of all forms of discrimination against women 

      Right to decide the number and spacing of children 

      Special protection for mothers and children 

      Elimination of violence against women and girls 

      Right to just and favourable conditions of work 

Goal 6 Clean water and    Right to safe drinking water and sanitation   

  sanitation   Right to health       

      Equal access to water and sanitation for rural women 

Goal 7 Affordable and    Right to adequate standard of living   

  clean energy   Right to enjoy the benefits of scientific progress and its application 

Goal 8 Decent work and   Right to work and to just and favourable conditions of work 

  economic growth   Prohibition of slavery, forced labor, and trafficking of persons 

      Equal rights of women in relation to employment 

      Prohibition of child labor     

      Equal labor rights of migrant workers   

Goal 9 Industry, innovation,   Right to enjoy the benefits of scientific progress and its application 

  and infrastructure   Right to access to information    

      Right to adequate housing    

      Equal rights of women to financial credit and rural infrastructure 

Goal 10 Reduced inequalities   Right to equality and non-decrimination   

      Right to participate in public affairs   

      Right to social security     

      Promotion of conditions for international migration 

 

1 Danish Institute for Human Rights (DIHR) also links individual SDGs to human rights. OHCHR’s list is complemented by 
the list provided by the DIHR as needed under Chapters 6.6-6.13. DIHR’s list can be accessed: 
http://sdg.humanrights.dk/ 

https://um.fi/goals-and-principles-of-finland-s-development-policy
https://um.fi/goals-and-principles-of-finland-s-development-policy
http://sdg.humanrights.dk/
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      Rights of migrants to transfer their earnings and savings 

Goal 11 Sustainable cities and   Right to adequate housing    

  communities   Right to participate in cultural life   

      Accessibility of transportation, facilities, and services 

      Protection from natural disasters   

Goal 12 Responsible consumption Right to health     

  and production   Right to adequate food and the right to safe drinking water 

      Right of all peoples to freely dispose of their natural resources 

Goal 13 Climate action   Right to health       

      Right to adequate food and the right to safe drinking water 

      Right of all peoples to freely dispose of their natural resources 

Goal 14 Life below water   Right to health       

      Right to adequate food and the right to safe drinking water 

      Right of all peoples to freely dispose of their natural resources 

Goal 15 Life on land   Right to health       

      Right to adequate food and the right to safe drinking water 

      Right of all peoples to freely dispose of their natural resources 

Goal 16 Peace, justice, and   Right to life, liberty, and security of the person 

  strong institutions   Protection of children from all forms of violence, abuse, or exploitation 

      Right to access to justice and due process   

      Right to legal personality     

      Right to participate in public affairs   

      Right to access information     

Goal 17 Partnerships for the   Right of all peoples to self-determination   

  goals   Right of all peoples to development and international cooperation 

      
Right of everyone to enjoy the benefits of scientific progress and its 
application 

      Right to privacy       
 

6.3. HUMAN RIGHTS-BASED APPROACH ON TECHNOLOGY 
Human rights are founded upon the Universal Declaration of Human Rights (1948) and the legally binding 
treaties that have been developed since then. The treaties set up a minimum level needed for a dignified 
life for each human being. By entering into a treaty, the states commit themselves to respecting, protecting 
and fulfilling the human rights obligations included in the treaties. While only states can be signatories of 
human rights treaties, since the adoption of the UN Guiding Principles on Business and Human Rights in 
2011, it has been widely accepted that also corporations have a responsibility to respect human rights.  

In a human right-based approach to development, human rights serve both as a starting point and the 
ultimate goal for any development intervention. Taking a human rights-based approach on technology 
means that all development interventions which use technology as a mean to reach their goals, should also 
contribute to furthering the realization of human rights. It also means that all processes (i.e. the 
development and implementation of such technical solutions) should adhere to the key human rights 
principles of non-discrimination and equality, participation and inclusion, as well as transparency and 
accountability. Furthermore, from a human rights-based perspective, the outcome of such technology-
based development interventions should be the increased capacity of the duty-bearers to fulfill their 
obligations to people and the increased capacity of the rights-holders to claim their rights. (HRBDT, 2017; 
UN General Assembly, 2018). 
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The Bill of Human Rights and other key human rights documents have been developed before the current 
digital age. Nevertheless, the provisions included in these treaties and conventions apply in full in the 
digital age. For example, freedom of expression and assembly are no less important in cyberspace than at 
the town square. However, it seems to be far from obvious how human rights laws and treaties drafted in a 
pre-digital era should be applied in the digital age (UN Secretary-General’s High-level Panel, 2019). Also, the 
scale at which frontier technologies, especially AI, can impact human rights is new (van Veen, 2018).  

 

6.4. OPPORTUNITIES OF ENHANCING SDGS AND HUMAN RIGHTS THROUGH FRONTIER TECHNOLOGY 
Digital tools and technologies offer a plethora of opportunities for both achieving SDGs and promoting and 
protecting human rights. Technology can at its best significantly help the achievement of the SDGs and 
realization of human rights around the world. Without harnessing the potential of technological 
innovations and advances, the achievement of the SDGs is not merely unlikely but impossible (UN 
Secretary-General’s High-Level Panel on Digital Cooperation, 2019). The role of technology as a tool for 
achieving the 2030 Agenda is recognized throughout the 17 Goals, and particularly in Goal 9: Build resilient 
infrastructure, promote inclusive and sustainable industrialization, and foster innovation, and Goal 17: 
Strengthen the means of implementation and revitalize the global partnership for sustainable development. 
The SDGs also recognize explicitly the potential of ICT to facilitate global interconnectedness and to 
accelerate human development (UNDESA, 2018). 

The use of frontier technology: artificial intelligence (AI), machine learning, sensors, 3D-printing, and block 
chain have a still small but growing role to play in development cooperation, in promoting and protecting 
human rights, and in the race towards the SDGs. Frontier technologies are often seen as giving an 
opportunity for developing countries to leapfrog over some older technologies and immediately adopt 
newer, more efficient ways to improve their quality of life and work towards achieving the SDGs (UNDESA, 
2018; Susar and Aquaro, 2019). Opportunities related to each individual SDG are discussed under Chapters 
6.6 – 6.13. 

 

6.5. CHALLENGES ASSOCIATED WITH THE USE OF FRONTIER TECHNOLOGIES 
While technologies offer many opportunities for advancing the SDGs and human rights, there are also some 
challenges related to the use of digital and frontier technologies. 

“Many of the same challenges that existed previously are reflected in the digital economy.” 

Aki Enkenberg, the World Bank 

Some of the challenges that come along with digital and frontier technologies are not new. One of the 
biggest challenges for developing countries, and especially for people in vulnerable situations, is that rapid 
technological development continues to be yet another divider between the haves and have-nots, both 
within and between countries, as discussed under Chapter 5 in this report. This equality perspective is 
emphasized in numerous bodies of literature and reports produced by academia, the UN, and civil society. 
The current digitalization of societies and access to digital devices and content (e.g. access to mobile 
phones, smartphones and the Internet) has ignited this discussion, but new, fast developing technologies 
are expected only to widen the gap of access to economic and other opportunities. It has become clear that 
technological innovations will not help people in vulnerable situations automatically without strong policy 
efforts and substantial financing.  

“Fifty years of doing development work the same way, and now people are thinking that more 
technology will help us reach our goals faster. It’s not - it’s only going to leave more chaotic realities 
behind. -- I think the world is still waiting for a bold agenda from a government, a development 
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agency, from somebody who is going to say: we are going to center on people first. That is 
something that is still missing. -- There is not enough understanding on how these technologies 
could actually help and impact people’s lives. There is a lot of doing FOR people and not WITH 
people, a lot of tech solutionism, that this is the silver bullet to address poverty or other issues. 
There is very little centering of people and the realities they are facing today and working with them 
as experts of their own lived realities - we are experiencing another instance of hype over 
substance.” 

Nanjira Sambuli, World Wide Web Foundation 

There are also new challenges associated with frontier technologies. However, even the new harms related 
to AI, for example, are expected to disproportionately impact especially people in vulnerable situations 
(see, for instance, Access Now, 2018b; van Veen, 2018). The use of AI systems may increase new forms of 
discrimination which can be harder to identify and address than previously. Machine learning algorithms 
by their very nature defy our ability to understand how and why a decision has been made, thereby limiting 
our ability to evaluate that decision. As was pointed out by Mr. Martin Searle, Associate Research Fellow at 
S. Rajaratnam School of International Studies, during his interview, human beings can use consideration 
and make exceptions to rules - while machines, generally, do not possess the same ability (Martin Searle 
interview, 2019). 

The increasing importance of data as an input into economic activity raises questions about how data are 
being collected and who owns the data, along with growing privacy concerns. Data security is thus another 
issue of concern discussed in literature. Breaches and leaks have occurred in the databases of financial 
institutions, credit-rating agencies, email providers, social networks, and health facilities. Some leaks are 
made public, while others become the basis for criminal activities such as identity or financial fraud or for 
exerting political influence on a massive scale (see for instance UNDESA, 2018). 

Artificial intelligence has inspired more conversations about the interplay between human beings and 
machines than perhaps any previous technology. The ethics discourse is the most common when experts 
examine the impact of artificial intelligence on our society. Ethical values such as justice, fairness, 
transparency, and accountability are important when we look at development cooperation. From the 
perspective of human rights-based approach, the human rights principles of non-discrimination, 
participation and inclusion, transparency and accountability need to be considered in all development 
work, including development interventions focused on new technologies.  

Human rights risks of frontier technologies, especially AI, are mainly discussed in Western countries, 
especially in Europe. However, naturally the same risks apply in developing countries - and are often 
amplified in those settings since many developing countries have weaker laws and policies, regulation 
enforcement, and institutions safeguarding the rights of people. The use of AI systems, 3D printing, IoT, 
blockchain and other frontier technologies are still so new in development cooperation that there is not 
much information available yet on the challenges in this context. The challenges discussed in literature 
related to each individual SDG are presented under the following Chapters 6.5-6.13. 

 

6.6. GOALS 1-2: POVERTY REDUCTION & ZERO HUNGER 
According to OHCHR, the first two Goals are very closely linked at least to rights of adequate standard of 
living, right to social security, equal rights of women in economic life, adequate food, and international 
cooperation, including ensuring equitable distribution of world food supplies2. In addition, the two Goals 

 

2 This report uses the OHCHR table provided in the Chapter 6.2 as a basis for identifying relevant human rights linked to 

each SDG. The list of human rights provided in the table is not exhaustive and is somewhat repetitive.  
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link also to other rights, including expanding voice and empowerment and the right to identity. Reaching 
these goals would simultaneously help to achieve the fulfilment of these rights for all people. The text 
below presents opportunities and challenges found in the literature related to these two SDGs. The list is 
not exhaustive and may not include examples of all human rights linked to these goals as it is difficult to 
find literature that presents these two approaches together. 

Opportunities 

ITU, together with 29 UN programs, specialized agencies and international organizations, has published a 
report that summarizes how ICT technology can be leveraged to achieve the SDGs. The following four are 
identified in the report as areas in which ICTs play a particularly significant role in enabling poverty 
reduction: 

1. Making needs visible and actionable. Many of the disparities that divide people remain hidden due 
to lack of data. Lack of data complicates efforts for effective poverty reduction and to target 
especially those at risk of being left behind. Household surveys and censuses offer a picture of 
poverty but only every five or ten years. Poor and marginalized people and communities are among 
the most likely to be missed by official statistics. Big data could provide a solution to reach the 
furthest behind and get a better understanding of how and why people are left behind from the 
benefits of social and economic progress and design appropriate policy measures. New data mined 
from social media and geospatial data sensors can help in delivering timelier, targeted, and more 
effective poverty-reduction interventions (ITU, 2017a). For instance, mobile data can make it 
possible to better understand the dynamics of slum residents. The call detail record and other 
information can provide insights into the slum population, which would help forecast the needs for 
toilets, clean drinking water, and infrastructures (Kshetri, 2014). 

2. Expanding voice and empowerment. ICTs can help to extend and improve public services and 
information in hard-to-reach, poor and marginalized communities. This can be done for instance 
through distance education, providing advice and services remotely, and providing better 
information about government service (ITU, 2017a). 

3. Underpinning inclusive, sustainable growth. Digital technology is transforming economies at every 
level. Technology can help overcome infrastructure bottlenecks, lift productivity, and enable 
innovation that boosts incomes. Even older technology such as mobile phones can be used to 
receive key information and earn a living (ITU, 2017a). Financial inclusion and financing solutions 
targeting the poor are a key component of poverty reduction, and digital financing is offering the 
formerly “unbankable” population segments access to new financing solutions. In 2017, 63% of 
adults in developing economies had bank accounts, and women were 9% less likely to have access 
to a bank account than men (World Bank, 2017). Digital financial inclusion is helping to leapfrog 
access to financial services at affordable prices. Financial technology companies are using 
technological advances to expand access to financial services, such as credit and insurance, to low 
income populations. Ranging from simpler uses of technology such as mobile money or USSD/SMS 
messages to interface with users (CGAP, 2019) to more complex approaches like using artificial 
intelligence for credit risk assessment or for conversational chatbots and interfaces that can offer 
targeted individual financial advice and support to customers (BFA Global, 2018), technological 
innovations offer various ways of bringing financing and money management services to poor 
people, allowing them to access credit and better manage their income streams. In addition, digital 
identity management systems, enabled by ICTs, are important as they can, for instance, make it 
possible for women to receive cash transfers directly (ITU, 2017a). 

4. Accelerating and sustaining progress. ICTs can help overcome bottlenecks to progress and catalyze 
and sustain development gains. For example, during disease outbreaks, big data from mobile 
phones can help track the movement of people, which helps to prevent, predict, and prepare for 
the spread of deadly diseases. This was the case in the Ebola crisis in West Africa. Overall, mobile 
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phones have the potential to enable real-time tracking and guide recovery measures in crisis-
affected countries to ensure crisis response interventions are more effective (ITU, 2017a). 

Besides helping to reduce hunger, agriculture also plays a key role in reducing poverty. Approximately 80% 
of those earning less than US$1.25 a day - the internationally agreed definition of absolute poverty – live in 
rural areas where agriculture is an important livelihood source. In fact, growth in agriculture has reduced 
poverty more than growth in other sectors, since it has bigger impacts on the rural extreme poor in the 
poorest countries (FAO, 2018). 

There are already numerous examples of how technological advances are helping to reduce both poverty 
and hunger. Agricultural technology has been a primary factor contributing to increases in farm 
productivity in developing countries over the past half-century (Technology and its contribution to pro-poor 
agricultural development). Access to financial services, enabling quick and secure transfer of funds, along 
with access to data, networks and markets help poor smallholder farmers and pastoralists to plant, 
fertilize, harvest, and sell products more effectively, which leads both to the increase of their own income, 
as well as more food available on the markets. Connectivity is seen to improve the functioning of markets 
by allowing farmers and herders to access accurate price information, coordinate transport and other 
logistics, and facilitate easier exchange of perishable but nutritious foods (Samberg, 2018). 

Some argue that big data is the source of the next revolution in farming. It can be used in precision 
agriculture where data is collected from various sources and then crunched by algorithms and human 
experts and turned into customized useful advice that instructs farmers as to the optimum amount of 
pesticides, herbicides, fertilizer, and other applications. Big data can also be used in nutrient management 
that help manage the right amount of fertilizer and reduce costs (Kshetri, 2014). Remote sensing provides 
insight, for instance, on the amount of food that can be produced per unit of water. This is particularly 
useful for policymakers who will be better equipped to encourage good agricultural practices and prioritize 
areas for optimal usage (“ITU News”, 2019). 

AI systems can also help in situations where there is a shortage or inefficient use of skilled personnel to 
automate decision-making. For example, monitoring the spread of crop disease by sending teams of 
trained agriculturalists to visit areas of cultivation and make assessments of crop health is very inefficient. 
There is also often a lack of laboratory technicians in developing countries that recognize viral plant 
infections and advise farmers on the best course of action. Instead, diagnosis of plant disease can be 
automated by using images taken by a camera phone, enabling data collection by survey workers with only 
basic training and by carrying out automated laboratory tests or providing personalized advice to farmers 
(Quinn et al, 2014). 

Smallholder farmers are particularly vulnerable to risks occurring from unpredictable climate. Satellite 
imagery in combination with AI technology has been particularly helpful for governments and organizations 
like World Food Programme in addressing vulnerability by providing a more granular understanding of the 
impact of specific shocks on agriculture, in addition to predicting crop yields and future events (“ITU News”, 
2019). 

The Responsible Business Forum platform that brings together leaders from businesses, governments, 
international agencies, financial institutions, academia, and NGOs identifies the below listed five different 
ways how hunger can be eradicated through technology. 

1. Gene-edited crops is seen as one way to feed 9 billion people in 2050, as gene editing is essentially 
a much quicker form of breeding. 

2. Precision agriculture, a farming management concept that incorporates IoT technology into 
farming techniques, is another way to help feed the planet. It uses high precision positioning 
systems (like GPS) that provide accuracy when driving in the field, and navigation and positioning 
capability everywhere. Agriculture companies are currently exploring the combined use of 
unmanned tractors, drones, and other precision equipment. 
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3. Peer-to-peer networks. There are 500 million small-scale farmers around the world that grow over 
70% of the world’s food. There are many new social enterprises that provide solutions for small-
scale farmers to connect with one another to solve problems, share ideas, and spread innovation. 
One example is Wefarm, the world’s largest farmer-to-farmer digital network that is presented in 
more detail in chapter 7. 

4. Urban farming. Food production must increase by 70% in spite of the limited availability of arable 
lands in order to feed the 9.6 billion people projected to inhabit the planet by 2050. One option is 
vertical farming, which means growing crops indoors in vertically stacked layers or on vertically 
inclined surfaces inside structures. These indoor farming systems are designed to maximize crop 
yields while minimising environmental impacts. Bringing farms closer to where people live is 
expected to reduce transportation expenses. Also, this method enables year-round growing. 

5. 3D food printing can be healthy and good for the environment because it can help to convert 
alternative ingredients such as proteins from algae, beet leaves, or insects into tasty products. As 
long as the ingredients can be pureed, it can be printed. Recent innovations have made possible 
machines that print, cook, and serve food on a mass scale (Responsible Business, 2018). 

Challenges 

Despite the great expectations for the use of frontier technologies for poverty reduction, and especially in 
increasing agricultural productivity, it should not be viewed as a panacea and the answer to all the varied 
problems. As Samberg points out at the World Economic Forum website regarding eradicating hunger, the 
challenge is to broaden access to all these new tools, and to ensure that they meet the needs of the 
farmers who use them. This requires that technologies consider differences in gender, education, and 
resource levels among farmers, and are responsive to changing circumstances (Samberg, 2018). There is a 
need to fully assess availability, appropriateness, and effectiveness of frontier technologies, especially big 
data and AI, in reducing poverty and hunger, and a need for ineffective approaches to be improved and 
replaced. Currently there are only limited types of data available on these technologies (Kshetri, 2014), and 
it may not be the right kind of data. Also, there is a need to place increasing focus on how technological 
development can be even more pro-poor, and how the poor can benefit from the rapid improvements in 
knowledge and technology achieved in the private sector. 

The risks identified in the literature are more related to other issues in agriculture than the use of 
technology. Farmers themselves do not, at least currently, perceive technology as a risk. For instance, 
technology was the least frequently mentioned risk in a study that analysed 197 studies and did systematic 
literature review of farmers’ perceptions of, and responses to, agricultural risks (Duong et al, 2019). One 
specific risk that has been identified is the enormous amount of data collected through the utilization of 
some of these new technologies, and how the data is being used. Farmers need to be sure that data, that 
can be particularly sensitive for them and should not be shared with their competitors, is collected and 
stored safely and not shared inappropriately (“ITU News”, 2019; Kshetri, 2014). 

New technologies may further widen the gap between big agricultural firms and small-holder farmers. Big 
agricultural firms, especially in the industrialized world, have a long history of using technology as well as 
data production and consumption. While large growers can afford new technologies, small farmers are not 
in a position to do so. Therefore, one fear is that agricultural productivity associated with big data 
utilization in developing countries may provide benefits primarily to foreign companies (Kshetri, 2014). 

 

6.7. GOAL 4: EDUCATION 
According to OHCHR, Goal 4 links closely to the right to education, as well as equal rights of women and 
girls in the field of education and right to work, including technical and vocational training. Furthermore, 
Goal 4 also links to the rights of persons with disabilities, even if this issue is not touched in the literature 
used for this report. 
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Opportunities 

Modern schools were developed to respond to the needs of the industrial revolution. With the remarkable 
changes in the world, there might ultimately be a need for fundamental reform to fit the education system 
for the digital age. It is currently difficult to foresee all the changes that are likely to be needed as countries 
are still in early stages of learning how to use digital tools in education and how to prepare students for 
digital economies and societies (UN Secretary-General’s High-level Panel on Digital Cooperation, 2019). 

The technological revolution in the education sectors shows some promise of providing developing 
countries with tools to improve the teaching and learning processes. This promise has led to a new and 
strong desire for many developing countries to equip schools with quality digital learning materials and 
facilities, human resources- the elements that appear to be necessary for production of a technologically 
proficient workforce (Kalolo, 2019). 

At its best, technology can increase access and inclusion to reduce the long-existing learning divides, 
especially in low-income countries. Access to quality online teaching, even when qualified teachers are 
scarce, is a good example. One significant enabler is if key public education institutions are fully supported 
by high-quality ICT infrastructure. All girls and boys do not need to own digital devices, but they should 
have easy access to devices and Internet connections in their schools, local communities, or in their homes. 
Good quality online learning programs, especially those offered at the secondary school level, can provide 
access to core school courses, elective courses, and offer college courses that are designed to prepare 
students anywhere for future study. Digital technologies have also increased the access to world leading 
universities through massive open online courses (MOOCs). In crisis situations, technology has also 
demonstrated its power to help provide education in emergencies (ITU, 2017a). 

While the above-mentioned access to devices, connectivity, and digital learning content is spreading 
quickly, knowledge about how to harness increased levels of access to technology in ways relevant and 
practical for policymakers and educators in developing countries is not spreading anywhere near as fast. 
Most of the research and documentation related to the use of educational technologies is generated within 
high income countries and animated and informed by research questions and the needs of education 
communities and education systems in these same countries. A new initiative of establishing the Research 
and Innovation Hub on Technology for Education will seek to change this paradigm. The objective is to 
bring together experts in technology, education, research, and innovation to answer questions such as 
what works to accelerate, spread, and scale education technology interventions to deliver better learning 
outcomes for all children, including those in very vulnerable situations, in developing countries, and which 
education technology interventions present the greatest value and social return on investment (Trucano, 
2019). 

Naturally the same applies to using more sophisticated technologies, such as big data analytics and AI, in 
the field of education. These technologies are currently mainly deployed in richer countries. For example, 
AI is expected to take over some of the workload from teachers in the future, such as grading and more 
administrative tasks, freeing up their time for more individual interaction with students. Companies are 
developing tools and platforms that use AI to provide learning, testing, and feedback to students tailoring 
educational content for their individual needs (Marr, 2018). There are some examples of projects where 
frontier technologies have also been used in low income countries. Big data analytics have informed 
developers of online learning about student learning behaviours and helped to improve the design and 
organization of online courses. Student learning styles and problems could also be diagnosed with the help 
of big data analytics (ITU, 2017a). Virtual reality content has been used in some projects for educational 
purposes. Virtual reality and other digital learning tools helped in these projects to bring high quality 
modern education to  remote area as well as helped children to understand concepts faster, while learning 
about and experiencing things that would not be achievable without the help of VR (Simon, 2018; Ashesi 
University, 2019). 

 

https://opportunities.export.great.gov.uk/opportunities/multi-country-directorate-for-a-research-and-innovation-hub-on-technology-for-education
https://opportunities.export.great.gov.uk/opportunities/multi-country-directorate-for-a-research-and-innovation-hub-on-technology-for-education
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Challenges 

Many of the challenges related to ensuring quality education for all can not be solved with technology – at 
least for the current type of school systems. Despite the promise and opportunities digital and frontier 
technologies hold for education, they will not fix big global challenges like illiteracy, poor quality education 
and lack of qualified teachers in schools. According to the UN, in the least developed countries, only 58 
percent of primary education teachers and 68 percent of secondary education teachers have the required 
training, and the adult literacy rate stood at 58% in 2016 (UNDESA, 2018). Even if there are great examples 
of projects that have attained good results with the help of technology, this technology will most likely 
remain out of reach at a large scale for those who most need help, including the poorest, most remote, and 
most marginalized populations. Also, with such a fast pace of digital changes in the world, many developing 
countries are probably going to face difficulties in effectively responding to assimilation of digital 
technologies in education systems. Students and teachers may face pressure to directly use digital 
technologies with very limited opportunity to question the advantages of such digital technologies or 
reflect on the role of specific technologies in transforming the teaching and learning processes (Kalolo, 
2019).  

The use of AI systems leading to discrimination is a conversation currently taking place in Europe and North 
America. An example of this is the possibility of using AI in the student selection process. If algorithmic 
systems are used to recommend applicants to schools, AI can violate the principle of equal access to 
education. In such cases AI can reinforce discrimination and historic bias. There are also fears that AI could 
lead to discrimination if it is used to track and predict student performance. This is if using algorithms are 
tied to eligibility or access to educational opportunities. Discrimination of students coming from 
underprivileged backgrounds might take place in such a case just because people from that background 
tend to have more negative outcomes (Access Now, 2018a). While this may not be a significant concern in 
low income countries at the moment, if big data analytics are deployed increasingly in improving, for 
instance, the quality of online learning materials, there will need to be policies and systems in place to 
ensure secure, appropriate, and ethical use of data, including safeguarding the privacy and confidentiality 
of students’ personally identifiable information (ITU, 2017a). 

 

6.8. GOALS 5 AND 10: GENDER EQUALITY AND REDUCE INEQUALITY 
Goals 5 and 10 in the technology context are closely linked at least with the following rights: 

• right to non-discrimination, including based on gender, 

• protection from violence against women and girls, 

• right to participate in public affairs, 

• right to freedom of opinion and expression, 

• right to a standard of living adequate for the health and well-being of himself and his family, 

• right to enjoy the benefits of scientific progress and its applications, and 

• rights of migrants to transfer their earnings and savings. 

In addition to these goals, also other SDGs are linked to gender equality (e.g. poverty reduction, education 
etc.) as well as overall reducing inequality among people in vulnerable situations. 

Opportunities 

Technology, together with the opportunities provided by trade and investment for capital accumulation 
and productive transformation, has helped achieve economic growth almost everywhere in the world (UN 
ESCAP, 2018). Technology innovation has contributed to major breakthroughs in providing the poorest with 
access to basic services, as described under Goal 1. A growing body of evidence indicates that new 
technologies can reduce disaster-induced poverty and inequalities as satellite-technology applications are 
helping countries with fragile ecosystems predict and respond to climate risks (UN ESCAP, 2018). 
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The link between technology and gender discrimination is clearly reflected in Goal 5, including a specific 
target on enhancing the use of enabling technology, in particular ICTs, to promote the empowerment of 
women. The global indicator attached to this is the proportion of individuals owning a mobile phone, but 
naturally the potential is much broader: from ending poverty, to improving education and health, to 
agricultural productivity, and creating decent jobs. It is also important to keep in mind, as is noted earlier in 
this report, that access to a mobile phone is not a sufficient indicator of whether or not a woman can 
actually benefit from that phone in a way that concretely impacts their lives in a positive manner, nor is it 
indicative of whether or not she has access to the internet.  

The conversations focus especially around the gender digital divide (access to technology), girls and 
women’s STEM (Science, Technology, Engineering and Mathematics) and ICT skills, and opportunities for 
finding jobs, especially in the technology sector (see, for instance, ITU, 2017a). Therefore, there are 
numerous projects that support female entrepreneurs and workers to gain better access to information, 
markets, and finance, including mobile banking and payment services (UN Women, 2019a) as well as 
projects supporting the learning of STEMS and other digital skills of girls. There have been applications of 
frontier technologies created that aim at tackling issues affecting women in developing countries. For 
instance, the digital identity applications of blockchain have been tested in a pilot project to protect 
children and young women from being illegally trafficked (Zwitter & Boisse-Despiaux, 2018).  

Digital technologies also offer refugees many opportunities, for instance, to stay in touch with their 
families and friends, access to information, or send money home (ITU, 2017a). The digital identity 
applications of blockchain have also been tested in the refugee context, providing refugees with a digital 
identity, which is connected to vouchers to buy consumer goods (Zwitter & Boisse-Despiaux, 2018). 

Challenges 

In the bigger picture, it seems that technology has rather increased inequalities and partly also the gender 
gap than reduced them. This has been discussed extensively in the literature. Firstly, access to digital 
technology (e.g. Internet overall, mobile broadband, devices like smartphones and laptops etc.) has 
dramatically increased inequality at all scales, from the global to the local, and especially often leaving 
behind the poorest and most marginalized, as discussed in Chapter 5. Digital divides exist between and 
within countries, between urban and rural areas and between men and women. Secondly, the effect of 
technology on global productivity, expansion of opportunity for the poor and the middle class, and the 
spread of accountable governance has so far been less than expected (World Bank, 2016). Near-term 
polarization in the labor force and greater income inequality imply larger gains for those at the top of the 
income, skills, and wealth spectrums. Thirdly, the use of technology and especially automation has 
increased the share of capital income, while decreasing the share of income flowing to labor. This has 
increased income and wealth inequality (UNDESA, 2018). The economic power and wealth of the owners 
and shareholders of large global technology corporations have been concentrated, especially for men. In 
2017, Oxfam reported that eight men owned the same wealth as the poorest half of humanity: five of these 
men made most of their wealth directly from the technology sector (Oxfam, 2017). Also, the entire 
technology sector is largely dominated by men: only 22% of AI professionals globally are women (World 
Economic Forum, 2018).  

Frontier technologies, such as AI, are likely to intensify both the divides and the dividends, because 
technological capabilities are not equally distributed across countries and people. Frontier technologies are 
based on massive quantities of real-time data, which are themselves critically dependent on high-speed 
(broadband) Internet. The existing lack of broadband connectivity across many poor countries means that 
the uptake, adoption, and development of AI, blockchain and other technologies will continue to be 
uneven. Thus, if current trends continue, frontier technologies may further increase income and 
opportunity of only some groups, increasing inequalities and widening development gaps among countries 
and people (UN ESCAP, 2018). AI and machine learning also have the risk of reproducing existing power 
relations if they are learning from the way things are currently (Plan International, 2018). 
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Besides digital divides, discrimination is another matter that has raised lots of discussion, especially related 
to the use of AI systems. There are various ways that the development and use of AI systems can lead to 
discrimination. Discrimination is an aspect that especially governments need to consider very carefully 
when introducing AI systems into the decision-making processes and provision of public services. It is 
equally important for companies, as many services (to various extents depending on country contexts) such 
as education, health care, insurance etc. are provided by the private sector. The most widely discussed 
reason is bias. AI can be biased at the system, the data or input level (O’Neil, 2016). Discrimination is 
expected to once again most negatively impact those that are already in a more vulnerable situation. 

The impacts of AI systems on discrimination are discussed in  literature on a general level, and the 
examples that are presented are typically from developed countries. This is probably because using AI 
systems is still new, available only in certain contexts, and the applications are yet to be developed on a 
larger scale. Also, there is much less data available in many developing countries in general. Thus, it 
remains to be seen how this discussion will develop in developing country contexts, as biases in the 
collected data certainly must exist also in developing countries, and poor data quality may lead to many 
forms of discrimination. 

Also, privacy and data protection issues create concerns, especially when it comes to the creation of digital 
IDs, which are linked to identity registries and other blockchain databases with personally identifiable 
information. Privacy and data protection merit particular caution when applications are created for people 
in vulnerable situations, such as refugees, and children, and young women in danger of being trafficked. 
(Zwitter & Boisse-Despiaux, 2018). 

 

6.9. GOALS 6-7: WATER, SANITATION AND ENERGY 
Goals 6 and 7 are linked at least to the following rights: 

• right to safe drinking water and sanitation, 

• right to health, 

• equal access to water and sanitation for rural women, 

• right to an adequate standard of living, and 

• right to enjoy the benefits of scientific progress and its application. 

Opportunities 

Technology can play a pivotal role in improving the access to water, sanitation, and energy. This does not 
only include engineering technology in the delivery and maintenance of devices, facilities and systems, but 
also the more extensive use of ICTs. An integrated, data driven approach to good governance, based on 
reliable information gathered by and shared through ICTs, is critical in managing uncertainty and reducing 
the risks of overexploitation and pollution of water resources. The same principle applies to extending and 
maintaining sanitation systems that are proven to massively reduce the spread of disease (ITU, 2017a). 

The Director General of the ILO and Chair of UN Water, Mr Guy Ryder, has identified the following as the 
main areas where ICTs can revolutionize water and sanitation management. 

1. Mapping and forecasting. The state of finite water resources needs to be accurately assessed to 
meet current demand and make plans to meet future growth of demand. Networks of IoT-based 
sensors, for example, can be used to measure groundwater quality and levels, and satellite images 
are helping to give decision-makers a clear picture of how the water system is prepared to respond 
to needs of local populations. In sanitation, ICTs can be used to change behaviour and inspire 
community-led change. For instance, an online, real-time monitoring systems of maps and report 
to show progress towards the goal of communities becoming ‘open defecation-free’. Publicly 
available systems can help participating communities to see the changes they are implementing 
and serves as an inspiration to other communities just beginning the journey. 
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2. Agriculture.  Agriculture accounts for approximately 70% of global water withdrawals. Thus, 
improving the efficiency of this sector can play a major role in the sustainability of the world’s 
water resources. For instance, information about when to irrigate crops, and how much water to 
use, is key to maximizing yields. Wireless sensors are being used in the fields to monitor humidity 
levels and soil moisture, and can automatically turn on irrigation systems, based on the specific 
needs of those crops at that location and at that point in time. 

3. Smarter systems and services. Digital technology can be used in the treatment and recycling of 
wastewater. This has been tested in some developed country settings but could perhaps be used 
also in developing country contexts in the future. Digital technology can also help individuals to 
reduce the amount of water they use and the pollution they contribute to the water system 
through smart water meters and apps to monitor home water usage. Similar systems could be used 
by people living in informal urban settlements with no connection to sewerage networks: apps and 
text messages to alert local latrine emptying services, so waste is properly disposed of (ITU, 2017a). 

In addition, there are many other technological solutions that could be used to improve water and 
sanitation. These are, for instance, different types of health sensors, mobile payments for services, 
improved data collection, and better use of this information. For example, typically donors and NGOs 
working on water and sanitation projects do not have the resources to track continued functioning of their 
projects once they are built and handed over to communities. Water utilities and governments often lack 
information on the specific needs of the populations they serve and are not held accountable for planning 
and budgeting decisions. All of these organizations lack information on the state of water resources—both 
in terms of water quantity and quality. Collecting, aggregating, and analysing data from remote regions and 
making the data available in a transparent way can help identify where investments are most urgently 
needed and can improve the long-term project monitoring. It can also contribute to better water resources 
planning (Hutchings et al, 2012). 

Achieving universal access to modern energy has become a foundational development goal. Without access 
to electricity, the poor and people otherwise in vulnerable situations can not benefit from digital or frontier 
technologies. Only a small proportion of the potential for renewable energy has been exploited with 
current technology, but this proportion has been increasing as the performance of many renewable 
technologies advance and their costs decrease. Thus, there are many great opportunities that can be 
harnessed with new technological solutions and can expand the access to renewable energy technologies 
in poorer and remote locations, making off-grid installations scalable and economically feasible. UN 
Department of Economic and Social Affairs (UNDESA) includes different types of renewable energy 
solutions as part of frontier technologies, which makes their definition of frontier technologies slightly 
broader than the one used in this report. Different solutions are on different maturity levels, ranging from 
those in the research and development stage to those in the maturing and already technically mature 
stage, which are ready for large-scale deployment. Also new advances in the extraction, conversion, and 
storage of electricity can be counted as part of frontier technologies (UNDESA, 2018). 

In addition to solutions related to the technology of renewable energy systems themselves, there are also 
other benefits of new technology related to the ecosystems. For instance, the payment structure can be 
improved with financial innovations targeting particularly poor populations, allowing people who have 
traditionally been viewed as “unbankable” and not eligible for loans or financing to build a credit history 
and purchase high quality home solar systems that otherwise would be outside their reach (“Simpa 
Networks”, 2019; “M-Kopa”, 2019). 

Challenges 

None of the literature used for this report discuss the challenges related to the use of digital and frontier 
technologies in water and sanitation. Naturally, that does not mean that there would not be any. However, 
the challenges and risks aspect has clearly not been the focus of these discussions. Challenges related to 
increased energy consumption is discussed under climate change related challenges. 
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6.10 GOAL 8: ECONOMIC GROWTH AND WORK 
Goal 8 is linked at least to the following rights: 

• right to work and to just and favourable conditions of work, 

• prohibition of slavery, forced labor, and trafficking of persons, 

• equal rights of women in relation to employment, 

• prohibition of child labor, and 

• equal labor rights of migrant workers. 

Most of the literature used as a background for this report focuses on the impact of new technology on 
jobs. Thus, this report also mainly focuses on that aspect. 

Opportunities 

New technologies have opened up opportunities for economic growth, new types of jobs, increased 
productivity, wealth creation, and more effective public services through automatization of tasks, machine 
learning, improved efficiency, creation of new business models, and even new industries. Frontier 
technologies continue to expand productive capacities and productivity of firms and individuals based on 
utilization of better machines and information, enabling new business models, and creating entirely new 
industries (UNDESA, 2018; World Bank, 2019). According to the World Development Report 2016, digital 
technologies have enabled indirect job creation in developing countries by lowering barriers for finding 
jobs, and helping businesses to grow, thus generating more jobs. This can also promote inclusion of 
women, persons with disabilities, and people in remote areas (World Bank, 2016). 

The Director General of ILO sees the following five opportunities of the Fourth Industrial Revolution in 
creating new jobs. First, cost-cutting technologies can increase expansion in volume of production, thus 
creating new jobs. Second, technological spill-over can create jobs – for example, robots have to be 
created, produced, maintained, and managed. Third, technological innovations create new products that 
we can not even imagine yet. Fourth, productivity growth – if translated into lower prices, higher wages, 
and broadly shared increase in purchasing power – is expected to increase demand and lead to expanded 
output, which in turn generates jobs. And fifth, labor saving production process technologies can lead to 
reduced working hours. This means more leisure time, which creates demand for new industries and 
services – for instance tourism, sports, health and recreation are all quite labour-intensive sectors (ITU, 
2017a). 

The sharing economy and digital commerce are good examples relevant for developing countries and rely 
heavily on technology. Digital commerce is a growing opportunity for informal workers in Africa and offers 
them a low threshold opportunity for progressive formalization. Digital platforms reshape the nature of 
work by offering workers, businesses, and service providers access to a wider range of audiences and 
customers. Digital commerce might be a part of the solution to tackle the particularly dire challenge of 
youth employment in Africa and across the developing world. By harnessing most of the latest technologies 
such as robotics, the Internet of Things, cloud computing, data analytics, and AI, it can have profound 
effects on the economy and nature of work (BFA Global, 2018). Most of the examples and experiences of 
the impacts of digital commerce on labor and employment are coming from countries like China and the 
United States, driven by internet giants like Amazon and Ali Baba - and the nature and impact of digital 
commerce will be different in Africa where the vast majority of work is done in the informal sector.  

The World Bank also raises the aspect that technology can reduce the need for humans to do physically 
hard, repetitive, or dangerous work, thus contributing positively to the achievement of SDGs and human 
rights (World Bank, 2016). 

According to some estimates, about 65% of children entering primary school today will end up working in 
new types of jobs that do not yet exist (World Economic Forum, 2016). In this light, investing in human 
capital is ever more important in order to make the most of the evolving economic opportunities created 
by new technologies. Especially three types of skills are increasingly important in labor markets: advanced 
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cognitive skills such as complex problem-solving; socio-behavioural skills such as teamwork; and skill 
combinations that are predictive of adaptability, such as reasoning and self-efficacy. Building these skills 
requires strong human capital foundations and lifelong learning (World Bank, 2019.) 

Challenges 

There are many varying opinions on how much new technology, especially automation, machine learning 
and the use of AI will impact jobs. The estimates are naturally rather different, based on which area in the 
world is in question as well as which school of thought the author represents. There are numerous articles 
online from reputable sources that estimate significant job losses. Simultaneously, some believe that the 
technologies of the future will not undermine the creation of new jobs, but rather they will foster the 
appearance of new forms of entrepreneurship and cause a shift in the working patterns of current 
generations (see for instance Postelnicu & Calea, 2019). One of the people who represent this rather 
positive approach is Mr. Bitange Ndemo, Professor of Entrepreneurship in University of Nairobi and former 
Permanent Secretary at the Ministry of Information and Communication in Kenya. In contrast to most 
literature, he is not too concerned over loss of jobs due to automation in the African context. The 
manufacturing industry is not as dominant in sub-Saharan Africa as it is, for example, in some Asian 
countries. He thinks that while some jobs may be lost due to increased automation, people are quick to 
adapt and learn new skills that are required in the changing landscape of the current economy (Bitange 
Ndemo interview, 2019). 

The empirical evidence since the 1980s has illustrated how automation has led to a reduction in jobs in 
routine intensive occupations and to the polarization of labor markets. The share of national income that 
has gone to labor, especially routine labor, has fallen quite sharply in many developing countries, with few 
exceptions. The trend has been that the share of employment in high-skilled and low-skilled occupations is 
up, but the share of middle-skilled employment is down (see for instance World Bank, 2016; UNDESA, 
2018). While the World Development Report 2016 seemed to paint a bit darker picture, the World 
Development Report 2019 is alleviating some of the concerns. It points out that the threat to jobs from 
technology is exaggerated, as the data on global industrial jobs do not show this evidence. While advanced 
economies have lost jobs, the rise of the industrial sector in East Asia has more than compensated for this 
loss (World Bank, 2019). 

It is not possible to put a figure on the level of job displacement that will take place in the coming years. 
Even the most well-known economists have experienced little success with this exercise (World Bank, 
2019). There are more estimations on the impact on jobs in the US and Europe than there are for 
developing countries. The World Bank report argues that the implications for developing countries depend 
on the pace of technological disruption (World Bank, 2016). The Fourth Industrial Revolution is expected to 
pose risks especially to those countries that have still not dealt with the challenge of previous industrial 
revolutions. Their output and employment are still largely driven by agriculture, small-scale manufacturing 
and low-skilled services, large parts of which are in the informal economy. These are economies with low 
capital stock and high population growth rates. They will face reduction of low-skilled jobs via extreme 
automation globally but may not have the technological ability to enjoy the relative gains that could be re-
distributed via extreme connectivity (Bajewa et al, 2016). The World Bank, on the other hand, sees that the 
impacts of automation will take longer in lower-income countries, as most of them are still fairly low-tech. 
Also wage rates are still low, so investments in technology will be less profitable for firms (World Bank, 
2016). 

Regardless of the country context, polarization in the labor force is expected across countries and sectors. 
Most sources agree that new technologies will at least transform labor markets and especially disrupt the 
demand for skills, even if they do not replace jobs. Routine and repetitive low skill tasks are being 
automated, which changes the types of demand for skills. The fear is that if machines take over such work, 
the people currently carrying them out will have a hard time finding other employment in the new modern 
world without being equipped with digital and technical skills that are relevant and required in today’s 
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economy. It is not only low-skilled jobs that might disappear. Also, young workers may be more affected by 
automation than older workers (see, for instance, UNDESA, 2018; World Bank, 2019; World Bank, 2016). 

Robotics and 3D printing solutions could lead to reshoring of manufacturing from developing countries 
back to advanced economies, reducing the amount of jobs, export earnings and gross domestic product 
(GDP) significantly of especially those developing countries currently connected to the global 
manufacturing and trading system (see for instance Bajewa et al, 2016; UNDESA, 2018). An ITU report 
agrees that manufacturing and low-skilled jobs might be brought from developing countries to developed 
countries. However, it points out that the digital break-up of professional jobs into a series of less complex 
tasks may well lead to relocation of such high paying jobs in the other direction. New ICT-enabled services, 
such as those provided in the cloud, give reason to believe that even complex tasks will be outsourced to 
developing countries with a growing number of high-skilled professionals currently earning a fraction 
compared to their colleagues in developed countries (ITU, 2017a). 

If the Fourth Industrial Revolution is to be a net benefit to an economy, it is vital that the jobs market is 
flexible enough to adapt. Equally important is the nature of skills in the labor force. Naturally, high-skilled 
labor is more likely to be able to understand the new technology better and to adapt. However, also the 
flexibility of the skills themselves is important. This means being skilled in change, in addition to being 
skilled in one’s profession (Bajewa et al, 2016). Simultaneously, when the foundations of human capital 
created in early childhood have become more important, many developing country governments do not 
give priority to early childhood development, and the human capital outcomes of basic schooling are 
suboptimal (World Bank, 2019). 

It becomes clear that while no one is able to predict the impact of the Fourth Industrial revolution on jobs 
globally and locally, most literature predict the impacts to be negative on net amount of jobs, and hitting 
hardest especially on the low skilled, or people otherwise in vulnerable situations in developing countries. 

 

6.11. GOALS 13 AND 15: CLIMATE ACTION AND LIFE ON LAND 
Goals 13 and 15 are linked to at least the following rights: 

• right to life, liberty, and security of person, 

• right to health, 

• right to adequate food and the right to safe drinking water, and 

• right of all peoples to freely dispose of their natural resources. 

Opportunities 

Frontier technologies bring many opportunities to curb climate change and protect the environment. For 
climate change, the opportunities can be roughly divided into two categories: those technological solutions 
that help reduce and/or remove greenhouse gas (GHG) emissions and those solutions that help to predict 
the impacts of changing climate and extreme weather conditions. 

Frontier technologies bring many advances to renewable energy, making it more accessible and affordable 
to people in remote locations (as discussed under Goal 7). Similarly, carbon dioxide capture and storage are 
new technologies yet to be deployed at larger scale that can potentially bring significant help in reducing 
GHG emissions (UNDESA, 2018). A research paper titled “Tackling climate change with machine learning” 
was published in June 2019 by researchers and experts from research institutions and companies including 
University of Pennsylvania, Harvard, Google AI, Microsoft Research, Stanford and others, outlining the 
various ways in which machine learning can be used to mitigate and slow down the effects of climate 
change ranging from using machine learning to prevent methane leakage from natural gas pipelines to 
promoting and expanding access to clean energy sources through microgrids and using machine learning to 
predict future demand and power production (Rolnick et al, 2019). 
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One crucial area where artificial intelligence, machine learning, and big data can offer significant 
contributions is ever improving weather information and climate predictions. The convergence of digital, 
space and other technologies, combined with advances in material sciences has already helped reduce 
environmental inequalities and mitigate the asymmetric impact of environmental hazards, extreme 
weather events, and disasters on people in vulnerable situations. Early warning services have proved 
particularly useful in that regard. With the development of technology, these predictions are expected to 
be even more accurate. AI interacting with high speed digital connectivity, can combine massive datasets 
and identify increasingly complex patterns. This data revolution greatly augments human understanding of 
evolving situations and helps policymakers prioritize actions especially to poor and marginalized 
populations that are often hit hardest by extreme weather and other environmental hazards (UN ESCAP, 
2018; Snow, 2019). 

Big data and AI can also be used to help boost protection and resilience of natural systems. For instance, 
remote sensing can be used to monitor the developments of extractive industries in socially and 
ecologically sensitive areas. Similarly, various technologies such as drones, thermal imaging cameras, and 
tracking collars can be used extensively to observe, monitor, track, and protect wildlife from poachers and 
other destructive activities as well as monitor movements of protected animals (ITU, 2017a). 

Challenges 

Most of the literature point out the opportunities rather than challenges related to the use of technology to 
curb climate change and protect the environment and wildlife. Environmental impacts of new technologies 
have been little discussed also among international organization, including the UN and OECD (Linkov et al, 
2018). 

Naturally, the use of new technologies can carry important caveats – many of which we may not even be 
aware of yet. In an increasingly digital-driven society, requirements for energy use are increasing. Digital 
technologies are currently calculated to cause two percent of global carbon emissions, but this is expected 
to increase significantly as the number of users and amount of usage inevitably increases. More research is 
needed to show the extent of energy use by different sectors of the digital economy (Linkov et al, 2018). 
This percentage seems quite low for the authors of this report. It is unclear what digital sectors and their 
supporting industries are included in the figure. 

The demand for rare earth materials and specialized metals are rising with the increased use of electronic 
devices. From mining to disposal, these materials can exert severe negative impacts on people. In 2014, the 
United Nations University/StEP Initiative (2014) identified electronic waste containing hazardous or toxic 
substances as “one of the fastest growing waste streams globally”. The volume of this waste and its 
handling and disposal in developing countries are a source of significant environmental and health hazards, 
particularly among people in vulnerable situations (UNDESA, 2018). Mining for certain materials used in 
mobile phones and other electronics has also been connected to child labor and hazardous labor 
conditions, according to reporting by Amnesty International (Amnesty International, 2016).  

Using technologies to help us protect the environment and wildlife can sometimes have unintended 
negative impacts on the very same things that are being protected. The Director-General of WWF 
International mentions in the ITU produced report that, for instance, drones may prove intrusive on the 
wildlife they monitor, and imaging and camera traps can be hacked and accessed by poachers to locate the 
rare animals which should be protected (ITU, 2017a). 

 

6.12. GOAL 16: PEACE, JUSTICE AND STRONG INSTITUTIONS 
Goal 16 is linked to at least the following rights: 

• right to life, liberty, and security of the person, 

• protection of children from all forms of violence, abuse, or exploitation, 

• right to access to justice and due process, 
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• right to legal personality, 

• right to participate in public affairs, and 

• right to access to information. 

Opportunities 

Technologies can help empower people, support the freedom of expression, assembly and association, and 
build inclusive and accountable institutions, hence addressing some of the governance and development 
deficits that fuel conflict, feed mistrust of government, and degrade social cohesion. ICTs are already used 
to enhance the transparency of public institutions through open data and improve citizen access to public 
information and services through online platforms. Governments providing an increasing amount of 
different types of public services online helps reduce corruption and have enhanced transparency and 
accountability in many official processes. There are also other approaches that have been tested. For 
instance, simple SMS-based systems empower citizens to report corruption in public institutions, and real-
time interactions enhance dialogue between decision-makers and their constituents and can help engage 
different groups of people that are not typically heard (ITU, 2017a). 

In addition to making the government processes more efficient and being able to serve more people 
through bot type of solutions, AI and machine learning are seen to have great potential, especially in the 
field of crime prevention. There are already solutions to support the work of law enforcement, intelligence, 
anti-corruption, and drug control agencies. Digital forensics are used to search, examine, and share digital 
evidence stored on computers, smartphones, and tablets (ITU, 2017a). Data mining and analytics can help 
quickly and accurately investigate large volumes of data. For instance, the government of India has taken 
the initiative to implement data analytics to facilitate crime prevention measures (Singh, 2018). 

Challenges 

Perhaps one of the most dangerous applications of AI systems is that they are used for the development of 
lethal autonomous weapons systems (LAWS) by several nations, and the development is progressing 
rapidly (see for instance Pandya, 2019). Increasing use of AI in more efficient warfare has impacts on the 
right to life, especially if civilians are also targeted or hit by accident. The UN Secretary-General is trying to 
restrict the development of such weapon systems globally. In his words, “machines with the power and 
discretion to take lives without human involvement are politically unacceptable, morally repugnant and 
should be prohibited by international law” (“UN News”, 2019). 

While ICTs have helped enhance freedom of expression and more efficient forms of assembly and 
association online, they have also increased and enabled the larger dissemination of hate speech, the 
spread of terrorist content, and fake news. AI systems shape information through automated processes 
and determine what the user sees and consumes (UN General Assembly, 2018). AI-powered technology can 
be used to facilitate the spread of disinformation or influence public debate, as well as to create and 
propagate content designed to incite war, discrimination, hostility, or violence. Governments around the 
world have deployed “troll armies” to stoke the flames of conflict for political ends and possibly influenced 
the outcome of elections (White, 2017). The 2016 U.S presidential election and the referendum on Brexit 
are globally famous examples of how bots and social media algorithms can be leveraged to increase the 
reach of false information and potentially influence voters. Although many platforms are working to 
prevent this type of activity, a future of AI-powered chatbots and deep fakes will likely make such content 
more convincing to voters and harder for companies to detect (Access Now, 2018a). These well-known 
cases have been discovered in Europe and the US as there are more investigative journalists and resources 
available to find out such activities. Many developing countries have insufficient resources and limited free 
media. Therefore, it is more difficult to assess how much technology has been or might be used for similar 
purposes in the future. The most recent decision of the social media giant Facebook to continue to allow 
political ads without any fact-checking in the US and UK during upcoming elections hardly indicates that the 
situation of fake news and fake information will be getting better any time soon (Gold and O’Sullivan, 
2019).   
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Some authoritarian governments use technology to increase surveillance and censorship, especially 
targeting members of certain groups. AI-enabled censorship can be used to restrict the freedom of 
association by removing groups, pages, and content that facilitate organization of in-person gatherings and 
collaboration. Data analytics and facial recognition systems can be used to detect anomalous behaviour 
(see, for instance, Scharre, 2019). 

China is considered the worst abuser of internet freedom, and the Chinese government is already replacing 
some of its human censors with AI. But China is not alone. Out of the 65 countries assessed in Freedom on 
the Net study, 26 experienced a deterioration in internet freedom between 2017-2018. The biggest score 
declines took place in Egypt, Sri Lanka, Cambodia, Kenya, Nigeria, the Philippines, and Venezuela. China is 
also exporting its know-how and technology in censorship and surveillance as well as its laws and policies. 
For instance, Tanzania, Uganda, and Vietnam passed restrictive media and cybersecurity laws soon after 
engaging with China (Shahbaz, 2018).  

The concerns are not only in authoritarian countries. The use of AI in crime prevention also raises concerns 
elsewhere. For instance, algorithms of online social media platforms can be used to identify potential 
terrorists or other criminals, but simultaneously there is a risk of interfering with rights to be free from 
interference with personal liberty (Toor, 2016; Access Now, 2018a). Using risk-scoring software in criminal 
justice systems can lead some groups to be falsely labelled as high risk (Angwin et al, 2016; Access Now, 
2018a). Also, if broadly deployed, facial recognition software within law enforcement raises the risk of 
unlawful arrest due to error and overreach (Goode, 2018). 

Trust is of crucial importance in securing peace, justice, and strong institutions. Even if digital technologies 
have enabled some new interactions that promote trust, for instance by verifying personal identities and 
allowing others to rate them on various service platforms (Möhlmann & Geissinger, 2018), digital 
technologies are also in many ways eroding public trust. Lies can be spread easily, and bots are used to 
manipulate social media, amplifying some messages and suppressing others. Deepfakes, AI-generated fake 
videos, in which, for instance, a person’s face is digitally grafted onto another person’s body, have been 
used in different occasions to advance certain goals and further complicate the recognition between truth 
and misinformation (Scharre, 2019; Schwartz, 2018). Violations of privacy and security are undermining 
trust in governments and companies especially with the new opportunities for surveillance, tracking and 
monitoring. Trust between states is challenged by new ways of conducting espionage, manipulating public 
opinion, and infiltrating critical infrastructure (Lee, 2018). 

 

6.13. GOAL 17: GLOBAL PARTNERSHIP FOR SUSTAINABLE DEVELOPMENT 
Goal 17 is very broad and can be linked to many rights. The Goal 17 is linked to at least the following rights: 

• right to social and international order, 

• right of all peoples to self-determination, 

• right of all peoples to development and international cooperation, 

• right of everyone to enjoy the benefits of scientific progress and its application, and 

• right to privacy. 

In addition, the UN Guiding Principles on Business and Human Rights recognize the responsibility of 
businesses to respect human rights. This aspect is an important consideration especially in multi-
stakeholder partnerships that include the private sector. 

Opportunities 

Goal 17 is about enhancing international cooperation among countries to ensure that sufficient means of 
implementation exist to provide all countries the opportunity to achieve all the SDGs (“SDG Knowledge 
Platform,” 2019). Progress is measured, for example, through finance indicators like official development 
assistance (ODA), global access to and use of information, and communications technologies like cell 
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phones, computers, the internet, and trade. Global partnerships are required to govern the use of and 
deployment of frontier technologies, especially in developing countries - and to ensure that the benefits 
are divided more equally than they would be, if left in the hands of the market forces to distribute.  

Several task forces, think tanks, and other global groups have been formed to drive discussion and policy 
making around the role and use of technology to advance the 2030 agenda, such as the Multi-stakeholder 
Forum on Science, Technology, and Innovation for the SDGs. Because technology can and does cross 
geographical borders every day, it is perhaps the frontier in which the need for ethical, functional, and 
value-adding partnerships is more dire than anywhere else - which is what forums and mechanisms such as 
the Forum on STI for the SDGs aims to facilitate. The Commission on Science and Technology for 
Development and the Technology Bank also facilitate and guide the process of bridging the technology 
divide and knowledge sharing around technological advancements (UNDESA, 2018).  

Partnerships can happen at multiple levels, from bilateral to multinational partnerships and between the 
private sector, public sector, civil society, or government actors - or all of the above. For example, Decent 
Jobs for Youth is a multi-stakeholder partnership and global initiative to scale up action around youth 
employment. Partners represent government, private sector, UN agencies, and civil society, and much of 
the efforts and actions taken so far are related to equipping youth with relevant digital skills, expanding 
their access to technology and digital platforms and tools, and, for example, cultivating data-driven skills for 
youth in West Africa (“Decent Jobs for Youth”, 2019).  

Challenges 

The right to privacy has become one of the most widely recognized and discussed human rights risks 
related to AI systems. It relates to most SDGs. However, since OHCHR recognizes the right to privacy under 
Goal 17, it is therefore particularly highlighted here in this report. 

Data is referred to be “the new electricity” or “the new oil” for the AI systems as the systems are trained 
through analysis of big data sets. Data is needed to train AI systems to create positive impacts on the 
society, but at the same time the collection of data may interfere with rights to privacy and data protection. 
With the increased use of Internet of Things devices and the attempts to shift toward smart cities, there 
will soon be a trail of data collected from nearly every aspect of human lives. Digital technologies have 
given governments and private companies vast new possibilities for surveillance, tracking and monitoring 
(Dowdell, 2018). The analysis of data may reveal private and even sensitive information about individuals 
even if derived from big data sets fed from publicly available information. For example, researchers have 
developed machine learning models than can accurately estimate a person’s age, gender, occupation, and 
marital status just from their cell phone location data. They were also able to predict a person’s future 
location from past data and the location data of friends (Bellovin et al, 2014). This data can be then used for 
various purposes, for instance micro-targeted advertising, optimizing public transportation, or government 
surveillance of citizens. 

The right to privacy is an important value in Western societies. Therefore, the right to privacy is an 
especially important conversation in Europe and overall in developed countries, and Europe has the most 
legal protections in place to safeguard privacy of EU citizens. Big data breach scandals and misuse of 
personal data have been often highlighted by the media in Europe and in the US. Naturally, more people 
use the internet in rich countries, and thus more personal data is collected from their online activity . Even 
if some other regions in the world do not recognize the same value for personal privacy, with the 
development of AI and IoT technologies and increasing amount of individuals with an online presence, it is 
unlikely that, now and in the future, privacy and data protection would not be important questions also in 
developing countries. 

There are some critical voices suggesting that the push for multi-stakeholder partnerships in Agenda 2030 
poses ‘new and perhaps greater challenges in terms of fragmentation, limited transparency, lack of 
accountability, and weak adherence to human rights (see, for instance, CSO Partnership for Development 
Effectiveness, 2018). However, this is not a widely shared concern among the larger group of development 
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actors, if partnerships are well thought-through and the rights of the people impacted by partnership 
activities are carefully considered. There is also  criticism towards big data partnerships that have been 
seen as facilitating ‘data extractivism’ by transnational corporations rather than contributing to the 
creation of domestic data capabilities in developing countries and not bringing hardly any impact on local 
economic development (Morozov, 2018; Mann, 2018). Many of these critical viewpoints come from 
concerns related to the increasing role of the private sector in development cooperation. Consideration 
must be given for what rules and safeguards should be in place for the private sector participation. 

 

6.14. CONVERSATIONS BY DIFFERENT GROUPS  
Based on the review of different types of sources – the UN and other international organizations, academic 
articles, NGO reports, as well as media and blog posts by various experts – the authors of this report could 
not identify clear differences on the general approaches by different organizations. Naturally the language 
is different, but most messages were quite well aligned. The opportunities of frontier technologies 
especially in agriculture, education, and environmental and climate monitoring are brought up in much of 
the literature. Many sources, despite the affiliation of the authors, raised concerns over growing 
inequalities that has accompanied new technology, as well as the need for caution on the use of personal 
and sensitive data. The approach to working with population groups in vulnerable situations and leaving no 
one behind are issues that are perhaps more discussed in the UN and NGO reports than in the academic 
literature used for this report. Naturally some NGOs express fairly critical views for the potentially negative 
impacts of technology, but critical opinions on these issues are also expressed by other sources. 

“If things are done well, academia should be looking at what is going to happen 10-20 years 
from now, while the UN and other ones should be more concerned about what is going to 
happen in the near-term future.” 

Virginia Dignum, Umeå University 

Below are some highlights of issues that different groups bring up in their reports, literature, and 
conversations. 

 Academia 

AI, as a topic overall, generates increased interest from the scientific community, and European authors are 
the largest producers of AI papers, followed by the US and China. Most of the AI related research 
represents hard sciences (such as computer science or engineering). The biggest categories are machine 
learning and probabilistic reasoning, neural networks, computer vision, search and optimization, NLP 
(Neurolinguistic Programming) and knowledge representation, fuzzy systems, and planning and decision 
making. Especially Chinese papers are focused on engineering and technology, whereas the U.S. and 
Europe tend to focus on humanities and medical and health sciences (Shoham et al, 2018). 

There is a growing academic research community devoted to addressing ethical issues and human rights 
related to AI and machine learning as well as ‘AI for good’, which links more to the SDGs. While the existing 
research on ethics and AI is of a more fundamental nature, the research focused on ‘AI for good’ is more 
practical. It uses algorithms or some methods or systems that have been used for certain purposes and 
applies those to topics related to SDGs. However, in most cases these two areas are not yet combined in 
research, but there is an increasing realization among the academic community that these two areas need 
to be more aligned (Virginia Dignum interview, 2019). 

Most of the large, well known universities are active in producing research on AI, for instance: 

AI for good is often a topic track in AI related conferences. Harvard University is mentioned as one premier 
university that is producing high quality research on the topic. 
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Some AI ethics research by universities are listed below: 
• New York University’s ”AI Now”, 
• Cambridge Research Center for Future Intelligence (especially focused on gender issues), 
• Umeå University, 
• Stanford’s Human-Centered AI Institute publishes for instance AI Index Annual Reports3, and 
• Harvard’s Berkman Klein Center focuses on the ethics and governance of AI4. 

As AI, Blockchain and IoT are still fairly new technologies, especially in developing countries, it is fairly 
difficult to find academic literature that focuses precisely on the interlinkage between these technologies, 
SDGs and human rights in the developing world. In the interview for this report, Ms. Virginia Dignum points 
out that there is not much research coming from Africa on these topics. Unfortunately, it is mostly 
developed country researchers who are doing research on and about developing countries (Virginia Dignum 
interview, 2019). 

Some academic literature studies the future impacts of artificial intelligence on human and human rights 
that looks at the potential impacts in the decades ahead, including superintelligence (Livingstone & Risse, 
2019) as well as looking at the human rights-based approach to science, technology, and development, 
discussing the relevant international human rights instruments and showing insight on the ethical 
implications of new technologies (Karim et al, 2018). However, these discussions seem to be still quite far 
from the reality of developing countries and especially Africa today. 

There are some recently published academic articles available that look at specific technologies such as 
blockchain, big data and machine learning in developing countries (di Bella et al, 2016; Zwitter & Boisse-
Despiaux, 2018; Nguyen & Dang, 2018; De-Arteaga et al, 2018). However, most articles are rather literature 
reviews than research producing new data or models. Many present the same pilot projects that are 
presented in other reports, produced by various international organizations. 

Similarly to the UN reports, some academic articles discuss the issues related to the right and need to 
access digital infrastructure and technology overall. Myers (1998) pointed out already two decades ago that 
also people living in sub-Saharan countries have the right to development, and Africa may be left behind 
since it lacks even the basic infrastructure needed to use the advances of the internet. Also, Majidi and 
Deshiri (2009) discuss in their article the increasing gap between the haves and have-nots and how we 
should reduce global obstacles to access to science and technology and promote international 
opportunities for access, especially in an era when knowledge societies have a particular importance and 
are supposedly replacing information societies. 

Some academic literature is even more pessimistic than other sources on the impacts of technology. 
Gurumurthy and Chami (2019) discuss development justice and examine why and how norms and rules at 
global, national, and local levels need to be overhauled in order to protect and promote economic justice, 
redistributive justice, social justice, environmental justice, and institutional accountability. According to 
their article: “The Internet-mediated techno paradigm of the early twenty-first century is emerging rather 
stridently as an instrument of exclusion and exploitation, belying the possibilities of its promised potential.” 
Like many other academic authors, they also use the same ITU, WEF, and World Bank figures and facts used 
elsewhere in this report and highlight that approximately half of the world’s population is not online, and 
the bulk of those not connected are in the least developed countries or poor communities in lower middle 
income countries. One of their main arguments is that the digital revolution has been usurped by corporate 
greed that has undermined human societies and the planet. Therefore, they call for global governance 
frameworks to safeguard the social and collective values of privacy, media freedoms, labor rights, and 
economic sovereignty, especially in the contexts of the global South. 

 

3 https://aiindex.org/ 
4  https://cyber.harvard.edu/topics/ethics-and-governance-ai  

https://aiindex.org/
https://cyber.harvard.edu/topics/ethics-and-governance-ai
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The UN and other international organizations 

The United Nations system is perceived as having a key role to play in ensuring that the development and 
application of technology benefits humanity globally and is anchored by universal norms and standards 
(Susar & Aquaro, 2019). Most of the literature sources used earlier in this chapter are various UN reports, 
as the UN Secretariat, along with working groups, panels, task forces, UN programs, specialized agencies 
and other international organizations, are seen as fairly neutral development cooperation actors and policy 
makers. Various UN reports highlight either opportunities or risks related to frontier technologies, 
depending on the organization and published report. 

The High-Level Committee on Programmes (HLCP) agreed in its 35th session in April 2018 and in its 
proceeding report to build capacity around AI and to advocate for a people-centered and inclusive 
approach that would ultimately advance AI in the global public interest and  support  the SDGs (Susar and 
Aquaro, 2019). The UN Department of Social and Economic Affairs (UNDESA) is active in discussing the 
impacts of frontier technology and published the World Economic and Social Survey on the topic of Frontier 
Technologies for Sustainable Development in 2018. The UNDESA report is widely used as a reference in this 
report. 

Many UN programs, specialized agencies, and international organizations are active discussants on frontier 
technology, SDGs, and human rights. For instance, the OECD Development Matters has published 
numerous blogs from authors of different UN and Bretton Woods organizations, such as UNDP, 
UNWOMEN, IFC, etc. Naturally, each of the organizations present their own perspective on promoting 
people in certain vulnerable situations or considering the inclusiveness of the digital economy. Below are 
some examples, but by no means an exhaustive list, as things evolve constantly. 

The ITU (International Telecommunications Union) is the UN organization that provides most of the digital 
connection related data.  The ITU is also known for the AI for Good summits and as the leading UN platform 
for global and inclusive dialogue on AI. The summit is organized annually in Geneva by the ITU in 
partnership with some other UN organizations, the XPRIZE Foundation, and the ACM (Association for 
Computing Machinery). 

UNESCO is active in facilitating discussions around AI, human values, and ethical design of AI principles and 
frameworks. Numerous materials on the issue can be found on their AI focused website5.  

UNICEF is working both on policy and practice of frontier technology, especially focusing on AI. On the 
policy side, UNICEF is currently developing, together with partners and numerous stakeholders, global 
policy recommendations on the use of AI that has impacts on the lives of children. In addition, UNICEF’s 
Office of Innovations works on supporting the testing and piloting of many frontier technologies in 
developing countries, focusing on finding solutions to people in vulnerable situations6. UNICEF pilot 
projects are referenced in various bodies of literature.  

The UN Research Institute for Social Development (UNRISD) publishes a think piece series that invites 
experts from academia, think tanks, and civil society to engage in conversation on the topic of linking 
technology and human rights for sustainable development, and to share their experience at the front lines 
of policy-driven research and advocacy aimed at leaving no one behind in an increasingly digital, automated 
world7.   

The World Bank published the World Development Report 2016 on Digital Dividends. The most recent 
World Development Report (2019) on the Changing Nature of Work also touches on the topic. Overall the 
World Bank places particular importance on building digital infrastructure and sees it as equally important 

 

5 https://en.unesco.org/artificial-intelligence 
6 https://www.unicef.org/innovation/ 
7 

www.unrisd.org/unrisd/website/projects.nsf/(httpProjects)/21155E25524058A7C125824200305278?OpenDocument 

http://www.unrisd.org/unrisd/website/projects.nsf/(httpProjects)/21155E25524058A7C125824200305278?OpenDocument
https://en.unesco.org/artificial-intelligence
https://www.unicef.org/innovation/
http://www.unrisd.org/unrisd/website/projects.nsf/(httpProjects)/21155E25524058A7C125824200305278?OpenDocument
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as building infrastructure to sanitation, electricity, and even water. Improving institutions, digital skills, and 
literacy are seen as equally important. The World Development Report 2019 presents the World Bank’s 
new human capital index that highlights the link between investments in health and education and the 
productivity of future workers. There is a great emphasis on strengthening educational systems so that 
people can take full advantage of digital opportunities. Besides infrastructure and skills, the World 
Development Report 2016 especially discusses strengthening the “analog” foundations of the digital 
economy. From the World Bank’s viewpoint, governments must develop policies and regulations that 
enable firms to leverage digital technologies to compete and innovate — as well as the strong cybersecurity 
policies and safeguards that are required. Emphasis is also given on building accountable institutions that 
respond to the needs and demands of citizens. Also, building digital platforms that bring social benefits and 
supporting entrepreneurship are seen important (Mehta et al, 2018; World Bank, 2016; World Bank, 2019). 

The Internet Governance Forum (IGF) is a global multi-stakeholder platform that facilitates the discussion 
of public policy issues pertaining to the internet. It has also set up a multi-stakeholder Best Practice Forum 
(BPF) on artificial intelligence, IoT, and big data to respond to a lack of knowledge about the benefits and 
challenges of these emerging technologies, especially among decision makers but also among users (Susar 
& Aquaro, 2019). 

Civil society 

There are many civil society organizations that are very active in this space. Many international and local 
development cooperation NGOs are using different types of new technological solutions in their 
development projects and are actively promoting the use of technology, especially among the people in 
vulnerable situations. 

There are a few NGOs that are active in discussing human rights risks related to new technology, especially 
AI. These are, for instance, Access Now, Amnesty International, Article 19, and 5 Rights. RightsCon, 
organized annually by Access Now, is one of the biggest global conferences organized on human rights 
related to new technology. Naturally, there are many more NGOs and civil society forums that look at one 
specific right. The Right to Privacy is an example of a right that gets a lot of attention, and many 
organizations promote privacy especially from the data privacy angle. 

Even if some civil society organizations are the most active in discussing human rights risks related to new 
technology and especially AI, these topics have also received a lot of traction beyond the civil society 
networks. Naturally, the roles differ somewhat and especially more watchdog type NGOs bring up the risks 
and demand action, especially in the form of strict regulation from states, whereas the private sector 
perspectives range from some supporting regulation to others promoting self-regulation initiatives.  
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7. DIGITALIZATION AND TECHNOLOGY IN AFRICA 
 

“The Fourth Industrial Revolution is meant for Africa!” 

Mr. Bitange Ndemo, University of Nairobi  

 

7.1. OVERVIEW OF THE USE OF FRONTIER TECHNOLOGIES IN SELECT AFRICAN COUNTRIES  
Digitalization and the Fourth Industrial Revolution are happening at a varying pace and manner in different 
parts of the world. Countries are in different stages with existing infrastructure, policies, laws, budgets and 
human capacity when it comes to the availability and adoption of frontier technologies. The local context 
does not only impact their ability to adopt new technologies, but also how practical and useful these 
technologies will be in the daily lives of people, particularly the poor and people in vulnerable situations. 

Some express high of optimism and even hype around the tech revolution in Africa. According to Mr. 
Ndemo, “the Fourth Industrial Revolution is meant for Africa” - because technology, in his opinion, holds 
immense promise for alleviating some of the daily problems and challenges that African people continue to 
face. In particular, he sees many opportunities for using new technology to improve efficiency in the 
agricultural sector. He also sees great potential in using big data to build predictive solutions for droughts 
and other natural catastrophes. Having censors in key infrastructure like water would help protect citizens, 
for instance, against terrorists poisoning the water supplies of an entire city (Bitange Ndemo interview, 
2019). 

Sub-Saharan Africa is experiencing the impacts of digitalization on a rapid scale. While economic growth 
has slowed down globally during the last few years, African countries continue to experience growing direct 
foreign investment, up 11% in 2018 from the previous year (UNCTAD, 2019). Africa is also home to some of 
the world’s fastest growing economies, and with a notably young population structure, African countries 
are fertile ground for investments from tech companies (Kahn, 2019). Google recently opened its first 
Africa-based AI Research Center in Accra, Ghana to research the role and use of AI and machine learning in 
Africa (Dean, 2018) and soon after Microsoft opened its first Africa Development Center with sites in 
Nairobi, Kenya and Lagos, Nigeria (Microsoft, 2019). The term leapfrogging is frequently used in relation to 
the adoption of new technologies in sub-Saharan Africa. This phenomenon happened with mobile phones: 
the vast majority of sub-Saharan African households never owned a landline but instead went straight from 
not having a landline phone at all to owning a mobile phone - bypassing a step-in technological 
development.  

Africa is not a unified region. The different stages of development, the economy, democracy, institutions 
and political leadership create very different environments for technological and digital advancements that 
have an impact on not only the availability and accessibility of technology, but also on how technology 
impacts equality and discrimination. A country’s ability to adopt new technologies and digital solutions and 
deploy them among the population depends largely on the existing digital infrastructure and technological 
readiness - which varies considerably between different sub-Saharan African countries.  

Smartphone ownership and access to mobile data is increasing in sub-Saharan Africa at rapid speed, with 
239 million people across the continent connected to mobile internet. Despite this fast pace, as pointed out 
in Chapter 5.2. in this report, sub-Saharan Africa has the lowest mobile penetration rate in the world. There 
are still three quarters, over 800 million people, that remain offline in Africa (GSMA 2019). Countries 
considered to be in the upper middle-income category, for example South Africa, have notably higher 
mobile broadband penetration rates than, for example, Tanzania and Uganda, which are classified as low-
income economies (65% in South Africa, 44% and 40% in Tanzania and Uganda respectively). 
Simultaneously in some countries mobile broadband penetration rate can be as low as 23% in Rwanda or 
27% in Somalia - and in most countries the rate remains below 50% (GSMA Intelligence, 2019). 
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Kenya, which is classified as a lower middle-income country, is often considered as the trailblazer in 
technology on the African continent, particularly sub-Saharan Africa. In 2017, Oxford Insights, a UK-based 
think tank focusing on AI and digital transformation, created something called the AI Readiness Index, 
which assesses how well national governments are positioned to take advantage of the benefits of AI in 
their operations and delivery of public services (Oxford Insights, 2019). In 2019, Kenya ranked in the top 5 
countries in Africa, with South Africa, Tunisia, Mauritius, and Ghana. It was ranked as the second most 
innovative country in the African region in 2019 on the Global Innovation Index by World Intellectual 
Property Organization (WIPO 2019), and as early as 2012 it was given the title of “Silicon Savannah” by The 
Economist magazine (The Economist 2012). Mr. Ndemo also noted during his interview that Kenya is 
currently in the process of developing its own national data protection plan, which relies strongly on the 
European GDPR (General Data Protection Regulation) (Bitange Ndemo interview, 2019).  

The availability or coverage of broadband internet and/or mobile data is only a part of the story. For 
example, Ethiopia has other considerable obstacles to equal and reliable access to the internet beyond 
broadband coverage, mostly due to the government monopoly over internet access through the state-
owned company Ethio-Telecom - the only internet provider in Ethiopia (Bhah, 2019). Access to the internet 
remains highly restricted, and government-imposed internet blackouts are commonplace and can last for 
weeks or even months at a time. According to statistics from the ITU, only about 18% of the population 
were using the internet in 2017 (ITU, 2019b), and when the former Prime Minister stepped down in early 
2018, Ethiopian authorities imposed a six month state of emergency, limiting access to the internet and 
even shutting down mobile internet services altogether for several days after the appointment of the new 
Prime Minister (Freedom House, 2018). As the case of Ethiopia illustrates, increasing internet penetration 
rates and higher rates of mobile data subscriptions does not necessarily reflect actual increased access to 
free and unfiltered internet - especially for the most poor and people in vulnerable situations. Looking 
beyond statistics is crucial for estimating the true availability of internet services and technology and 
evaluating their usefulness and role in the day to day lives of people.  

Despite challenges, the digital revolution seems to be well on its way through the African continent - but 
from the perspective of the Sustainable Development Agenda and particularly the premise of “Leave no 
one behind” the question remains of how can new technologies be harnessed to narrow existing 
inequalities, and what measures need to be taken to ensure that technology doesn’t end up becoming yet 
another divider between people and populations?  

 

7.2. KEY OPPORTUNITIES FOR THE USE OF FRONTIER TECHNOLOGIES IN SUB-SAHARAN AFRICA 

Sub-Saharan Africa is filled with examples of pilot projects, programs, initiatives, and businesses that are 
taking advantage of the newest technologies and digital solutions - many of which are spearheaded by local 
entrepreneurs. While poverty is not a prerequisite for innovation, it can be a driving force behind it: in 
places where resources are scarce, people are often forced to think outside the box and come up with 
innovative solutions to life’s daily challenges. Technology can facilitate those processes and act as an 
invaluable tool for bringing life altering and even lifesaving services to people who otherwise would lack 
access to them. From building their own drones to creating apps and digital platforms to meet the needs of 
local people, citizens of sub-Saharan African countries are taking technology and the opportunities it 
provides into their own hands and using it to shape their futures both on individual, community, and 
national levels. It is important to note, however, that many existing initiatives remain small in scale and are 
fairly new, which means there is no long-term data and evidence on their impact yet.  

Health 

In Tanzania, a project called Sanku-PHC (“Sanku - Project Healthy Children”) has partnered with mobile 
giant Vodafone to develop a smart dosifier technology that is being used to fortify flour with nutrients in 
local mills to combat malnourishment and nutrient deficiency. The fully automated smart dosifier 
technology was developed together with engineers from Stanford University. It is designed specifically for 
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small scale nutrient fortification and is currently the only small-scale fortification solution on the market. 
This technology has also been rolled out in Rwanda, Kenya, Malawi, and Mozambique (“Sanku - Project 
Healthy Children”, 2019). 

In Malawi, the local government is partnering with UNICEF to use drones to deliver medical supplies to 
rural and remote areas that are traditionally hard to reach by road. A trip that would take a vehicle well 
over an hour can be completed in 20 minutes by the drone, saving precious and often lifesaving minutes 
(UNICEF, 2019). Similar initiatives are underway in several other countries including Ghana and Rwanda - 
both countries have teamed up with an American firm called Zipline to utilize drones to deliver blood, 
medicine, and other medical supplies to areas that would otherwise be difficult, slow, and costly to reach 
(de Sam Lazaro, 2019).  

Agriculture 

Wefarm is a peer-to-peer knowledge sharing network that uses machine learning and AI algorithms to 
solve daily challenges related to farming and agriculture, such as crop diseases and pests. Because Wefarm 
relies on SMS, it can be used even without internet access. When a farmer sends a question via SMS, the 
message first gets analyzed by machine learning technology, then matched with a group of relevant 
farmers and responses, and multiple replies are sent back via SMS. Wefarm is currently used in Kenya, 
Uganda and Tanzania (“Wefarm”, 2019). 

Farmcrowdy is a Nigerian crowdsourcing platform that allows individuals and businesses to sponsor small 
farms and farmers in Nigerian rural communities and potentially earn small profits on their initial 
investment. Farmcrowdy also provides the farmers with improved seeds, farm inputs, training on modern 
farming techniques, and a market for the sale of their farm produce to support them in maximizing their 
crops and profits. The application raised over $1M from investors in 2017 (Bright, 2017) and currently has 
over 60,000 sponsors who are financially supporting rural Nigerian farmers through their investments 
(“FarmCrowdy”, 2019). Farmcrowdy utilizes machine learning and AI in their digital products, and is 
exploring the use of drones for field mapping and 3D analysis to improve farm yields (“Ventureburn”, 
2019). 

AI is being used to help rural farmers identify and treat diseases in their crops and plants. Services like 
PlantMD and PlantVillage use TensorFlow, Google’s open source machine learning platform, to detect and 
identify diseases in plants and guide farmers on how to treat and manage such diseases to minimize 
damage to their crops (Alcober, 2018).  

Twiga Foods is a Kenyan enterprise that links farmers and vendors with fair and trusted marketplaces, 
cutting out the middlemen, increasing efficiency, and lowering the cost of food for the consumer (“Twiga 
Foods”, 2019). According to Mr. Ndemo, Kenyans can use up to 50% of their disposable income on food, 
and up to half of the harvest is wasted before it reaches markets and consumer tables. This is largely due to 
the inefficiency of the supply chain and the number of middlemen between the farmer and the table 
(Bitange Ndemo interview, 2019). Twiga Foods uses mobile technology to match supply and demand, 
streamline the logistics process, and ultimately lower food costs. It received over $10 million in investments 
from foreign lenders, including IFC, Global Agriculture, and Food Security Programme (Nsehe, 2018). Twiga 
also partnered with IBM to leverage a blockchain-enabled finance lending platform and machine learning 
and mobile data to develop credit scores and predict creditworthiness. The use of blockchain makes the 
lending process transparent for all parties, helping to reduce fraud and significantly reduces the time it 
takes to process and issue a loan (Kinai, 2018).  

Education 

In Ghana, a company called NubianVR aims to use virtual reality and other digital learning tools to bring 
high quality modern education to the reach of especially those students in Ghana who could not otherwise 
access education because of cost, distance, or some other factor. In an interview by Ashesi University, 
published in the online publication Medium, the founder of NubianVR, Karibu Seidu, states that “Virtual 
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Reality provides an avenue to access learners who have otherwise remained beyond the reach of brick and 
mortar institutions — such as low-income earners, learners in conflict areas, and adult learners. The 
technology also provides the opportunity to improve the learning experiences of in-school students by 
enabling schools the opportunity to cost-effectively circumvent barriers to teaching and learning that have 
otherwise limited brick and mortar institutions; such as access to engaging learning materials and well-
equipped labs” (Ashesi University, 2019). 

Tuteria is a Nigerian start-up that uses AI to match tutors with students according to their location, budget 
and tutoring needs. It is a locally developed peer-to-peer (P2P) educational platform that enables skilled 
tutors and teachers to connect with potential clients, and since the platform evaluates and screens both 
teachers and students beforehand, it can offer personalized and needs-based educational services and 
guarantee maximum compatibility. (“Tuteria”, 2019). 

Finance 

M-Pesa, the mobile based money transfer and microfinancing service launched  by the Kenyan mobile 
provider Safaricom over a decade ago in Kenya, is now a household name across East Africa and has 
brought mobile banking to the reach of millions of poor people across the African continent (Weller, 
2017). M-Pesa started as a mobile based service that allowed individuals to transfer small amounts of 
money between users and has grown into the biggest mobile money service in East Africa with over 30 
million users in 10 countries. The application offers a wider range of services including international money 
transfers and loans (Monks, 2017). M-Shwari is a newer service launched jointly by Safaricom and the 
Commercial Bank of Africa. M-Shwari is a paperless banking service operated together with M-Pesa that 
allows M-Pesa customers to save and borrow money through their mobile phones. M-Shwari uses an 
algorithm to analyze a customer’s M-Pesa history to assess their credit worthiness, assign individual credit 
limits, and lend to new applicants. M-Shwari is available for no extra cost to all existing M-Pesa users and 
has brought small scale loans to the reach of thousands of formerly “unbankable” people. (Cook & McKay, 
2015).   

FarmDrive is a Kenyan mobile phone application that uses alternative data and machine learning to 
connect small scale farmers to loans and financial management tools. Loans are repaid through M-Pesa. 
The service is targeting people who would traditionally be considered “unbankable” and lack access to 
traditional loans and banking services. This application also builds credit scores for the people who access 
loans through FarmDrive, helping them create a financial track record and history, which can in turn enable 
them to access more financial services in the future. FarmDrive was founded in 2014 by two Kenyan young 
women, Rita Kimani and Peris Bosire (“FarmDrive”, 2019). 

Gender equality and poverty alleviation 

UN Women is piloting a digital data-driven platform titled “Buy from Women” (BfW), that provides African 
female farmers with access to information, finance, and markets. BfW utilizes GPS for land mapping and 
keeping digital records of women land ownership, provides users with digital wallets and access to financial 
advice, and connects farmers with each other and with prospective customers. UN Women is also exploring 
the use of blockchain technology to help women and girls have access to cash transfers in humanitarian 
and crisis situations. Blockchain can also be used to create and store digital identities (UN Women, 2019b). 

In 2016, MIT researchers Suri and William (2016) published an article on the results of a study about the 
long-term impacts of mobile money services, particularly M-Pesa, on poverty and gender equality in Kenya. 
Their research, which included surveying several thousands of households across Kenya, showed that 
access to mobile money services (which in Kenya predominantly refers to M-Pesa) has increased per capita 
consumption levels and lifted nearly 200 000 Kenyan households out of poverty, and that these changes 
were due to changes in financial behaviour, particularly higher resilience against financial shocks, and 
increased ability to save money. Additionally, their research showed that the impacts of mobile money on 
poverty reduction were more profound in female-headed households and contributed to improved status 
of gender equality (Suri & William, 2016). Similar results were found in another study conducted by the 
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World Bank, which concluded that mobile money stimulates self-employment and increases food security 
in Northern rural Uganda. This study, however, also noted that users of mobile money were, on average, 
less poor than non-users - which is not a surprising finding, considering that a person or a household that 
has access to mobile money must already have access to a mobile phone (Wieser et al, 2019). This is an 
important point to note when considering the impact of such technologies (e.g. mobile money) from the 
perspective of leaving no one behind. While these solutions have proven to improve livelihoods, access to 
financial services, and their ability to save, they often still exclude the most poor and people in vulnerable 
situations - those who continue to lack access to the prerequisite hardware, such as mobile phones.   

Big data 

The UN has several initiatives related to big data. Global Pulse is an UN-led data initiative that aims to 
harness big data and statistics for international development and humanitarian action in an ethical and 
responsible manner that respects individual privacy rights (UN Women, 2018). To date, Global Pulse 
projects have used data mining, analysis, and research to address topics such as transportation planning, 
mapping and predicting the spread of diseases, measuring poverty rates with machine learning, using 
mobile phone data and credit purchases to estimate food security, analyzing social media conversations to 
understand public perceptions of sanitation, and using social data to analyze youth perceptions towards 
contraceptives and teenage pregnancy - to name a few (“Global Pulse”, 2019). 

During the 2019 United Nations General Assembly, The Global Partnership for Sustainable Development 
Data, the UN Statistics Division, the World Bank, and the Thematic Research Network on Data and Statistics 
(TReNDS) launched a new data initiative for the SDGs under the title “Data for Now”. Data for Now aims to 
particularly address the current challenges of out of date data, missing data and insufficient data that is 
hindering the tracking of our progress towards the SDGs (“Data4SDGs”, 2019). Data for Now has eight initial 
partner countries: Bangladesh, Colombia, Ghana, Mongolia, Nepal, Paraguay, Rwanda, and Senegal - and it 
also involves private sector partners, namely Google and Alibaba Group. Google will harness its geospatial 
data into “timely, actionable insights,” which will result in publicly accessible, real-time maps that could 
layer data on weather patterns and development activity, such as the disbursement of mosquito nets to 
determine where a malaria outbreak is likely to occur.  Alibaba Group is partnering with World Food 
Programme to create a digital hunger map to track food insecurity (Lieberman, 2019).  

Big data can help us gain a more detailed, timely, and accurate understanding of poverty and its impacts 
and help governments come up with more targeted and efficient solutions. Cell phone data can be used to, 
for example, predict the growth of slums or offer other insight into a slum population behavior and needs 
in relation to, for example, clean water, sanitation, and infrastructure (Kshetri, 2014). Using sensitive data - 
such as call logs - comes with risks that need to carefully be weighed against the benefits.  

 

7.2 WHAT RISKS AND LESSONS SHOULD BE CONSIDERED IN THE SUB-SAHARAN AFRICAN CONTEXT 

 

“When it comes to technology, the most marginalized populations are over experimented and over 
piloted on.” 

Nanjira Sambuli, World Wide Web Foundation 

While many of the examples cited above offer an exciting view of innovative tech solutions currently 
applied to a variety of challenges across sub-Saharan Africa, one thing is worth noting: most of them do not 
cater to the needs of the poorest populations, and some are not applicable to the poor and people in 
vulnerable situations at all. For example, Tuteria, the AI-enabled tutoring service, will not be accessible to a 
household living in extreme poverty without a mobile phone or internet connection. An AI-based 
smartphone app that can detect crop disease is only useful to a farmer with a smartphone and internet 
data connection. While these services can most definitely be useful tools for promoting the achievement of 
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the SDGs, many of them still run the risk of further widening the gap between the people in lower middle 
class or above and those in extreme poverty. This is because realistically many, if not all of these services, 
require the end user or beneficiary to have access to a smartphone and the internet - which millions of 
people across the developing world still lack. It is also worth noting that most of the examples cited in this 
chapter remain at a very small scale and, in most cases, can not be scaled up to reach millions or tens of 
millions of people. This does not mean that they do not carry value or do good - but it is important to keep 
in mind that the kind of true global impact and change that is required in the context of sub-Saharan Africa 
for realizing the SDGs while leaving no one behind is most likely to happen at the level of policy, legislation 
and partnerships, not through small one-off projects that utilize blockchain, artificial intelligence, or drones 
- as media sexy as they may be.  

Not having access to a mobile phone or the internet does not necessarily mean that a person or a 
community can not benefit from technological advancements at all - for example, a drone delivering 
lifesaving medical supplies to a remote village is useful to a person without a smartphone or mobile 
internet. But in today’s information society, some of the most fundamental building blocks of a functioning 
society and democracy are increasingly dependent on connectedness and access to information and 
participation - which, more often than not, is facilitated by technology and the internet. According to Ms. 
Sambuli, the research done at the World Wide Web foundation has clearly indicated that the pattern along 
which internet access has unfolded in sub-Saharan Africa - and around the global south - follows the age 
old pattern of inequality: it unfolds around income inequality, the urban-rural divide, and the geographical 
divide (Nanjira Sambuli interview, 2019).  

“This has been humbling for those of us working around internet connectivity to witness: that 
technology is not neutral. It will not bypass the real developmental issues that exist in societies 
today. Until people understand this, we will be stuck in eternal “pilot hype” - this never ending cycle 
of testing upon testing upon testing.” 

Nanjira Sambuli, World Wide Web Foundation  

When people lack access to the internet, they are automatically left out of some of these processes. They 
lack the ability to participate in local and global discussions, they are unable to access information that 
could be not only useful but sometimes vital for their lives and well-being, and they are left to the margins 
of society and democracy. The vast majority of the people who remain offline also represent the poorest or 
people otherwise in vulnerable situations like some women, people with disabilities, ethnic minorities, and 
people living in conditions of extreme poverty, conflict, and displacement. According to Ms. Sambuli, 
expanding universal and affordable access to the internet for all should be a top priority for governments, 
civil society actors, and other stakeholders wishing to harness the potential of the digital revolution for 
serving the poor and marginalized populations (Nanjira Sambuli interview, 2019).  

While much of today’s technological advancements depend on data, it is precisely that data that also 
carries some of the biggest risks and ethical issues from the perspective of individuals. There is a need to 
pay careful attention, in particular, to the accuracy and ethics of the use of the collected data. The 
usefulness of many digital tools and services - for example AI - depend on the availability and accuracy of 
the data they rely on to make decisions, give guidance and instructions, and provide customer service - and 
the data on the poorest of the poor is currently inadequate, unreliable, and in some cases non-existent. The 
kind of vast amount of data needed to develop AI and other modern technologies to truly meet the needs 
of everyone - including the most poor and marginalized - is only attainable through mass digitalization, and 
mass digitalization is reliant on universal and affordable access to broadband internet, currently still lacking 
in most of the developing world (ITU, 2017b). 

Massive data sets are collected from people who often are not fully aware of how and by whom their data 
is being used, and what, if any, rights or tools they have to protect themselves on the internet. 
Simultaneously, sub-Saharan African countries have very weak or a total lack of comprehensive and 
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implementable legislative and policy frameworks that would protect people from any misuse of their data. 
According to Eleonore Pauwels, Research Fellow on Emerging Cyber technologies at the United Nations 
University, there is already concern among scholars about how algorithmic tools can be used to profile, 
police, and even punish the poor (“UN News”, 2018). During the interview, Mr. Searle pointed out a tension 
between the short- term interests of the people who are being assisted, versus their long-term interests. AI 
can be used to collect vast amounts of data that can be in everyone’s interest in the short term. However, 
over a longer time period of time the existence of that data has the potential to work against people if it is 
used for some other purpose than what it was originally collected for (e.g. collecting data on households for 
food distribution purposes, which can later be used to inform personal loan decisions) (Martin Searle 
interview, 2019). 

Many African countries are also faced with both natural and man-made catastrophes, such as war and 
conflict situations, climate disasters, and disease outbreaks. The promise of technologies in those situations 
can be appealing - but the tools and processes to evaluate whether technology brings more good than 
harm into a fragile situation are still lacking (McDonald et al, 2017). Balancing and evaluating the short-
term impacts with the long-term impacts of using, for example, technologies that rely on collecting vast 
amounts of data of individuals in a conflict setting is crucial (Searle, 2017). If data is collected during an 
emergency to support emergency response, what happens to the data and who is responsible for it once 
the emergency is over? The case of Ebola in West Africa, cited earlier as a positive example of use of 
technology during a disease outbreak, also can serve as a negative example: while the mobile data records 
of thousands of people were accessed with the noble intention of tracking the spread of the outbreak, 
accessing that data constituted as a violation of both national and international privacy laws and, in the 
aftermath, was proven to not have been very efficient. The resources that went into first obtaining and 
then analyzing those call records could also have been used more efficiently elsewhere (McDonald et al, 
2017). The Ebola case is an example of how there often are both positive but also negative, sometimes 
unintended consequences, to using frontier technologies in development settings - and how crucial it is to 
critically evaluate and analyze all sides before deploying technologies in development programs.  
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8. CONCLUSIONS 
Technology can be transformational. Literature on frontier technologies highlight the fact that technology 
plays an important role in the achievement of the SDGs and realization of human rights around the world. 
Without harnessing the potential of technological innovations, the achievement of the SDGs would be 
impossible. New technological solutions can play a significant role especially in boosting agricultural 
productivity, improving outcomes in education, expanding access to water and sanitation, enabling more 
efficient renewable energy solutions, predicting impacts of climate change, as well as reducing poverty and 
supporting inclusive growth through digital finance and other new models to deliver basic services. 

Despite the power of technology, the absence of technology is rarely the only barrier that prevents the 
achievement of SDGs. In many cases, such as reduction of poverty and inequality or improving the quality 
of education, it is rather a systemic challenge, which technology alone can not solve. In some cases, such as 
in promoting peace, justice, and strong institutions, technology can be a double-edged sword. The very 
same technology supporting democratic principles, transparency, and empowerment is also undermining 
these same ideals. The reason for this ambiguity is that these same technologies have also created mistrust, 
increased the spread of hate speech and disinformation, and have offered new opportunities for censorship 
and surveillance. As a consequence, new digital technology has eroded public trust in ways that would not 
have been possible in its absence. 

The net impacts of technology on some SDGs are a subject of debate. Examples of such SDGs are reducing 
gender and overall inequality, supporting economic growth and new jobs (especially for people in 
vulnerable situations), as well as on climate change. New technologies have introduced a number of 
opportunities for tackling these challenges: some of the poorest have got an access to basic services; 
technology has helped reduce disaster-induced poverty and inequality as well as empowered women in 
many ways; there is less need to do physical, repetitive, and even dangerous labor; and new technologies 
help in reducing greenhouse gas emissions. Simultaneously, on a large scale, technological progress has 
rather increased inequalities than reduced them, there are worrisome predictions of significant changes in 
future job markets that may particular impact low skilled and people in vulnerable situations. The 
exponentially growing use of digital technologies also increases energy use - thus increasing greenhouse 
gas emissions- a fact that is rarely raised in discussions on impacts of digital technology. 

Growing inequality and digital divide within and between countries are the most highlighted and 
discussed challenges of digital and frontier technologies in the literature. Many low-income developing 
countries are yet to take full advantage of technological advances of the past, let alone leapfrogging to the 
Fourth Industrial Revolution. It is recognized that without electricity and broadband internet connection, it 
is virtually  impossible for people to secure access to digital technologies and online economic 
opportunities  - and yet, only a bit over half of the world’s population is connected to the internet, and the 
majority of people are lacking access to fast and affordable broadband networks. Especially poor people 
lack access to a mobile phone and the internet (UNDESA, 2018.)  

Universal access to broadband internet seems like the first necessary step towards realizing the principle 
of leave no one behind from the technology perspective. However, broadband is not enough on its own, 
and it does not automatically guarantee digital equality (Kshetri, 2014). Without a minimum level of 
education, digital technologies can not be utilized to the maximum benefit even if the requisite electricity 
and Internet connection are in place. It is not by accident that the few instances of leapfrogging that are 
most often cited —through, e.g., adoption of solar energy and mobile phones—became possible for 
technologies that do not require high levels of human capital. National development strategies therefore 
need to target both basic infrastructure development and human capital accumulation. Furthermore, 
seizing these opportunities to catch up can occur only with a strong national system of innovation in place 
to identify key challenges, direct a research agenda, provide funding requirements, and establish 
intellectual property and patent rights regimes (UNDESA, 2018). The World Bank (2016) report talks about 
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the same components, capturing them to the need to support ‘analog complements’: appropriate 
regulation, improved skills and accountable institutions. 

It is not by accident that white men are leading the research and development of new technologies. 
Technology is designed for purposes that serve specific interests of their designers. Technology can be 
either designed in the interest of the rich and powerful and from their perspective, or technologies can 
empower and serve the interests of the poor and marginalized. The innovators and entrepreneurs in the 
field of new technologies are more likely to be based in the countries with a concentration of research 
universities, venture capital and innovation hubs. The high concentration of innovation capacities in a 
handful of countries is likely to make it increasingly more difficult for many developing countries to bridge 
the technological divide and achieve the level of economic growth necessary for sustainable 
development.  Developed countries will be the first to reap the immediate benefits of the progress 
achieved through new discoveries. For instance, AI, biomedical advancements and advancements in 
renewable energy and storage are likely to be developed and rapidly put to use in technologically advanced 
countries as tools for scientists, businesses and customers (UNDESA, 2018). 

Discrimination and data privacy are often pointed out as some of the biggest risks related to AI. These 
issues are not as often discussed in the literature focused on development cooperation, as in literature 
discussing ethics of AI and other frontier technologies. But these two risks will most likely become more 
acknowledged also in development cooperation discussions once there are more AI powered solutions in 
place in development projects. 

There are no silver bullets for solving the world’s development challenges, and technology is not one 
either. While technological progress is fundamental for achieving the SDGs, there is no guarantee that 
technological advancements will automatically lead to improved outcomes for all the SDGs, or for people in 
vulnerable situations. Technology is designed for purposes that serve specific interests of their designers. 
Technology can be either designed in the interest of the rich and powerful and from their perspective, or 
technologies can be such that empower and serve the interests of the poor and marginalized.  

Even if technology is no silver bullet for solving the world’s development challenges, development 
cooperation should not steer clear of or stifle technological progress as technological progress will take 
place in any case. The solution rather is to look technological development and its impacts holistically, and 
ensure efforts are targeted at those areas where there are the biggest gaps. In development cooperation 
the focus has been mainly on piloting, scaling up and ensuring large scale investments in new technological 
solutions in poor countries. But those alone are not enough. More efforts are needed, both locally and 
globally to support appropriate regulations, policies and strategies, strengthening institutions, as well as 
equipping people in developing countries with the right kind of skillset to meet the needs and demands of 
today’s and tomorrow’s labor market and digital economy. The starting point should always be the actual 
needs and rights of the people the intervention aims to serve. 

  



49 

 

9. RECOMMENDATIONS 
Supporting digitalization and the use of frontier technologies for the poor and people in vulnerable 
situations fits well with the government of Finland’s development policy and builds on the achievements 
already accomplished; for instance, in the field of supporting innovations for development, education, 
reducing poverty and inequality, as well as supporting stronger role for the private sector in development. 
Promoting the use of new technologies in developing countries supports the government of Finland’s other 
policies as well, as Finland places strong emphasis on the digital technology use in its own economic and 
societal development, and strives to be a forerunner in advancing ethical AI use. 

In development cooperation the focus has often been on developing and piloting promising solutions and 
ensuring their scale-up in poor countries. While this is important, it is only part of the required efforts for 
successful development. A wider overview of technological development and its impact holistically and 
strategically is required. A strategic approach requires more than supporting promising pro-poor 
technological applications. Equal efforts are required to ensure that the digital infrastructure is in place for 
people in vulnerable situations, and there are both local and global appropriate regulation, policies and 
strategies. Institutions must be strong enough to support the societal benefits of new technologies. In 
addition, people in vulnerable situations, those who would otherwise be left behind, should be equipped 
with the right kind of skill sets to meet the needs and demands of the current and future labor market and 
digital society. 

The literature and interviews that were used as a basis for this report bring up many areas that are 
important for leaving no one behind in a world that is entering the Fourth Industrial Revolution and 
experiencing increasing digitalization. The authors of this report have chosen the recommendations below 
based on key factors highlighted in the literature and interviews, combined with the authors’ knowledge of 
the priorities of the government of Finland, resources, and expertise. The recommendations represent 
purely the vision of the authors, not the official position of the government of Finland. It is also not 
expected that the government of Finland can support all these areas equally.  

The first four recommendations represent views and positions that are most often mentioned in the 
literature and interviews used as background material for this report. These are needs that have been 
identified globally. The remaining three recommendations focus more on the potential added value, 
opportunities, and expertise of Finland to support policy and practice in the area of digitalization and 
frontier technologies.  

1. Expand access to digital infrastructure for people in vulnerable situations 

There is almost unanimity amongst UN organizations, the World Bank group as well as other international 
organizations in the view that expanding access to digital infrastructure and making the internet universally 
accessible and affordable should be a global priority. This point was also repeatedly underscored by the 
experts who were interviewed for this report. Internet accessibility is seen as the prerequisite for the poor 
and people in vulnerable situations to benefit from digital technologies, and without internet access, 
technology will most likely continue to widen existing gaps and inequalities. Currently only slightly over half 
of the world’s population can access the internet, and affordable and reliable broadband connections are a 
luxury. According to the directors of the World Bank and IFC, connectivity must be prioritised in a similar 
way than sanitation, power, and even water, otherwise the existing digital divide will not be narrowed 
(Mehta et al, 2018). The importance of access is also highlighted by the UN Secretary-General’s High-Level 
Panel on Digital Cooperation. One of their recommendations is that by 2030, every adult should have 
affordable access to digital networks. Typically, the recommendations in literature are in a rather general 
level (e.g. ‘affordable access’) and do not specify what type of access precisely is recommended. The Fiber 
Broadband Association (2018), however, is more specific and highlights that the mobile Internet is not 
enough and not a replacement for broadband, which is an essential resource for institutional organization 
today. 
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Finland was the first country in the world to establish broadband as a legal right for every citizen. Overall, 
Finland has been a global frontrunner on both building networks and enabling every citizen, even those 
living in the most remote areas, to be able to connect. Even if this has not been a priority in Finland’s 
development cooperation and Finland may not be big enough player in infrastructure financing, the 
importance of this area should not be overlooked and there might be an important role for Finland to play 
in this space. 

Naturally, this work does not need to start from scratch. For instance, the Alliance for Affordable Internet’s 
‘Affordability Reports8’ have strong recommendations for improving universal, affordable, and public 
access. The new World Bank and African Union All Africa Digital Economy Moonshot initiative sets 
ambitious targets like doubling the broadband connectivity in the African continent by 2021 and ensuring 
that everyone in Africa is digitally enabled by 20309.   

• Recommendation: Finland could build on its experience and expertise as the first country in the 
world that made broadband a legal right for every citizen and advance the same inclusive policy 
goal globally. There are multiple organizations (especially development banks, Chinese 
conglomerates and private sector investors) with years of experience already working in this sector, 
and the area of large and, especially market-based infrastructure development projects is highly 
competitive. However, Finland could assess opportunities to support existing initiatives from policy 
reform point of view; for instance, supporting the development of inclusive policies and strategies 
that extend Internet access to remote areas and people in vulnerable situations. 

2. Support digital skills and soft skills to advance digital inclusion 

Digital skills and digital literature development are key for people to operate in the fast paced, digitalizing 
world. They are important for finding work or expanding entrepreneurship, staying safe online, and 
benefitting from the services that digital technology provides. Support in skill development could be 
targeted especially at women, girls and other people in vulnerable situations. Also, soft skills such as social 
and emotional intelligence, creativity, collaboration and critical thinking are of crucial importance. One 
widely referenced study concludes that occupations requiring such soft skills are less likely to be automated 
(Frey & Osborne, 2013). These important skills can be taught to children and youth from early childhood 
development and through primary and secondary school. Another important area involves reskilling 
workers in low-skilled jobs, those working in the informal sector or otherwise in more vulnerable situations. 

Education - both primary and vocational - are important priorities for Finland, not only domestically, but 
also in the development cooperation efforts of Finland. Finland is globally famous for its education systems, 
and the current national core curriculum of Finland is a great model that includes both ICT competence 
skills as well as the above mentioned important soft skills. Therefore, extending the development policy of 
Finland to support digital and soft skills would fit well into the already existing priorities of Finland. 

• Recommendation: Finland could build on its domestic and global experience and expertise to 
support the development of digital and soft skills, especially focusing on people in vulnerable 
situations to ensure digital inclusion and that no one is left behind. This effort could also support 
Finland’s development cooperation target of creating more jobs, better equipping children and 
youth for future society and job markets, and especially building the capacity of people in 
vulnerable situations to find new jobs when they lose jobs due to automation. 

 

8 The 2019 Affordability report can be found here: https://a4ai.org/affordability-report/report/2019/ 

9 More information can be found from the video on this page: 

https://www.worldbank.org/en/news/feature/2019/05/09/poised-for-growth-africa-s-development-future 

https://a4ai.org/affordability-report/report/2019/
https://www.worldbank.org/en/news/feature/2019/05/09/poised-for-growth-africa-s-development-future
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3. Strengthen institutions and support more inclusive policies 

Alongside the infrastructure and skills development, the improvement of institutions and creation of 
inclusive policies and strategies is seen almost equally crucial. The literature reviewed for this report brings 
up the needs of especially the following two types of policy development:  

1) Overall business environment. The World Bank (2016) raises the importance of rules and a business 
environment where firms can leverage the internet to compete and innovate for the benefit of consumers. 
These can include easy entry and exit of firms, an open trade regime, and e-government systems for online 
business registration. In addition, digital safeguards such as privacy policies and social protection systems 
are important. 

2) Inclusive technology and innovation strategies and policies. Available technologies do not necessarily 
respond to the needs of low-income and people in vulnerable situations as they are typically developed 
from different points of views. UN ESCAP (2018) and UNDESA (2018) both suggest introducing more 
inclusive technology and innovation policies or strategies. Such policies and strategies need to be evidence-
based and designed and implemented to support the access, affordability, and participation of people in 
vulnerable situations. These policies also need to ensure that new technologies do not exacerbate existing 
forms of discrimination. Also, the UN Secretary-General’s High-Level Panel on Digital Cooperation makes a 
recommendation on adopting specific policies to support full digital inclusion and digital equality for 
women and traditionally marginalized groups. 

Finland is one of the world's leading countries in terms of its strong institutions with high public trust, as 
well as developing forward-looking, inclusive policies and strategies for ensuring that digital development 
benefits the entire society, including people in vulnerable situations. Hence, the expertise of different 
ministries and public institutions in creating inclusive technology and innovation strategies and policies 
would surely be very interesting for many developing country governments. This was also pointed out by 
one of the experts interviewed for this report, Mr. Enkenberg from the World Bank, who has previously 
worked at the Finnish MFA. 

Supporting the rules and enhanced business environment is very much aligned with the second specific 
Finnish development priority that promotes economic growth as essential for creating jobs and improving 
wellbeing. Eradicating inequality and supporting the rights of women are at the very heart of the 
development policy of Finland, along with supporting innovations. Hence, the support to inclusive 
technology and innovation policies would fit well with the development policy priorities of Finland. Over 
the years, Finland has supported through bilateral projects many partner countries in innovation 
infrastructure, and in institution and ecosystem development. Thus, this could be a good continuation of 
that work as well. 

• Recommendation: Finland could support the development and adoption of such policies that 
support full digital inclusion and digital equality for women and traditionally marginalized groups. 
Some of this could take place through peer-to-peer learning between national 
innovation/digitalization etc. ministries/high level representatives. Additionally, the research and 
actions of the World Bank and UN organizations could be supported in this regard. If Finland plans 
to continue some of the previous efforts on supporting innovation infrastructure, institution and 
ecosystem development, it could assess how to integrate this approach to those projects in the 
future.  

4. Support the development of digital public goods with the beneficiaries 

There are many digital public goods that development and deployment could support, especially those that 
do not otherwise get market-based funding and are targeted at people in vulnerable situations. The UN 
Secretary-General’s High-Level Panel on Digital Cooperation recommends a broad, multi-stakeholder 
alliance creating a platform for sharing public goods, engaging talent, and pooling data sets, while 
respecting privacy. UNICEF and the government of Norway are creating a collaborative process designed to 
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facilitate the development, discovery, scalability, and use of digital public goods by anyone in the world at 
little or no cost. Finland has committed to support this digital public goods platform through its funding to 
the UNICEF Innovation Fund. Around this initiative, Finland is taking a lead in the theme ‘Health service 
delivery, with an initial emphasis on health information systems strengthening and tools for improving 
maternal and child health’. 

Besides the platform, one example of concrete public good is expanding access to financial services and 
accelerating financial inclusion through digital platforms. Digital IDs are another example, which enable 
people to quickly access services such as healthcare, education and banking, and help governments and 
businesses deliver services more efficiently (Mehta et al, 2018). The UN Secretary-General’s High-Level 
Panel on Digital Cooperation recommends that by 2030 every adult should have access to digitally-enabled 
financial and health services. An important aspect to consider here, however, is that currently most 
technology - whether used in western countries or the global south - is still mostly imagined, developed, 
and built by white, western men. Ms. Sambuli pointed out the following fact multiple times throughout her 
interview. When supporting the development of digital public goods, it is of key importance to consider 
that they are developed by the locals or at least with the locals to respond to the needs of people in 
vulnerable situations in various ways - and also build and support processes that enable the participation of 
minority groups, not only as users of technology, but as creators of it. 

Finland has supported the development of public goods in many ways in the past, e.g. by supporting the 
work of UNICEF’s Innovation Fund, among others. Thus, continuing the support for key public goods and 
exploring more opportunities would fit well in the development policy priorities of Finland. 

• Recommendation: Building on the previous support in this area, Finland could develop a more 
strategic approach how to continue supporting the development of digital public goods, together 
with locals, and in connection with the global platform to share them. 

5. Support key international policy processes on human rights and/or ethics in technological 
development 

There is a growing amount of literature and discussions that point out how power and wealth have become 
increasingly concentrated, and how technological development, thus also the future of the world, is in the 
hands of a small group of people. Meanwhile, the role and influence of the private sector has increased 
significantly, especially in the technology sector. The Internet and the digital world are global, therefore 
there is a need for global solutions. The increasing role of businesses and the fast pace of technological 
development combined with the global nature of the digital world has made it difficult for national 
governments to respond with appropriate mechanisms. While technology has the potential to bring about 
positive change in advancing human rights and SDGs, there are also risks of negative effects.  

Even if the existing human rights frameworks fully apply in the digital age, there is a growing need to 
introduce new policies focusing more specifically on the challenges faced today and expected challenges in 
the future. There are numerous on-going discussions and policy processes at various stages related to 
human rights or ethics in the development and use of digital technology. Simultaneously, there is an on-
going debate more broadly on the roles of the private sector versus the government, as well as whether 
new policies and norms should be binding, soft laws, or just based on volunteer mechanisms and 
recommendations. In the current political environment, it is extremely difficult to develop new, ambitious, 
and binding human rights norms. Some experts consider the best approach to be slowly building on 
volunteer mechanisms and soft laws, while others think there is no time for that. 

Given this background, there is an increasing need in the world for thought leaders and strong advocates 
that are knowledgeable in technology, human rights, and ethics, who are neutral enough and could show 
through their own experience and examples that they practice what they preach. 
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Finland is already supporting many relevant domestic, regional, and global conversations and policy 
processes, among others: 

• the domestic work on the ethics of AI in Finland, 

• the Council of Europe’s work on AI, human rights, democracy and the rule of law, 

• the support of Finland to the UN Secretary-General’s High-Level Panel on Digital Cooperation, 

• UNICEF-led initiative to develop global policy recommendations for the development and use of AI 
systems that impact children, 

• Sitra’s work on fair data economy, and 

• the MyData concept. 

Many of the above-mentioned, especially domestic processes, would be of high interest internationally but 
they are still relatively unknown globally. 

• Recommendation: The government of Finland could strengthen its efforts to share lessons from 
key domestic achievements and policy processes globally related to human rights, ethics, and 
technology. Furthermore, Finland could take an even stronger and more visible international role 
as a global leader and champion driving the human rights, ethics, and technology agenda forward. 
This would mean, among others, taking a leading role in some key international conversations and 
processes, both at the highest as well as practitioner levels. 

Below are some suggestions found from the literature as examples of on-going policy processes, but there 
are many more that could be relevant for Finland to support actively. The authors of this report are not 
familiar enough with these examples to assess which ones are realistic or meaningful to move forward, and 
where Finland could best play a role. Thus, the appropriate processes would need to be separately 
assessed. 

• Ethical guidelines and/or regulation, standardization, and other implementation mechanisms 
related to new technology, its development, and deployment are key areas for government 
involvement. These could be partly linked to the recommendation of the High-Level Panel on 
Digital Cooperation on reviewing how existing international human rights accords and standards 
apply to new and emerging digital technologies as well as encouraging audits and certification 
schemes that monitor compliance of AI systems with engineering and ethical standards (UN 
Secretary-General’s High-Level Panel on Digital Cooperation, 2019). 

• The following initiatives and processes related to Internet, human rights, and governance 
mechanisms are important to highlight. 

o A new democratic mechanism for global governance of the Internet is a key process 
highlighted by some experts (Singh, 2014). 

o An international treaty on human rights on the Internet that includes economic, social and 
cultural rights, and the right to development should be an international priority 
(Gurumurthy & Chami, 2019). 

o The Freedom Online Coalition is a partnership of 31 governments that works to advance 
Internet freedoms: free expression, association, assembly, and privacy online.  

• There is a need for more guidance and standardization on privacy and surveillance. One option 
suggested to address these issues is a legal instrument on privacy that could act as a blueprint for 
an international understanding on government-led surveillance and privacy. There is a draft text for 
this legal instrument, but it remains to be negotiated whether it will be a non-binding 
recommendation or a (global or regional) international treaty that would emphasise the promotion 
and protection of human rights in the Digital Age. (OHCHR, 2018). 

• The development of a Global Commitment on Digital Trust and Security to have a shared vision, 
identify attributes of digital stability, elucidate and strengthen the implementation of norms for 
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responsible uses of technology, and propose priorities for action is a high level UN priority (UN SG 
High-level panel on digital cooperation, 2019). 

• Another much discussed topic in the finance sector involves strengthening international tax 
cooperation to ensure that multinationals—particularly large technology firms operating and 
adding value globally—are taxed effectively. The current international tax framework is often 
ineffective when it comes to taxing the intangible value added and digital transactions associated 
with many frontier technologies (UNDESA, 2018). 

• The UN Secretary-General’s High-Level Panel on Digital Cooperation urges stakeholders to agree on 
and start measuring on a set of metrics for digital inclusiveness. This could be used for basis of 
strategies and plans of action (UN Secretary-General’s High-Level Panel on Digital Cooperation, 
2019). 

6. Ensure policy coherence and collaboration between key public stakeholders in Finland 

Finland is one of the leading governments globally with vast expertise in its domestic and international 
efforts in the field of promoting inclusive and forward-looking digitalization and new technology policies 
and strategies. When it comes to digital and new technology, a country like Finland should not separate its 
international efforts into different segments, such as EU policy, development cooperation, multilateral 
policy efforts in ethical application of AI technologies. Also, the world is no longer so clearly divided into 
developed and developing countries, and therefore all global efforts should be assessed from different 
points of views. International development cooperation policy is one instrument to promote the 
international efforts of Finland in this regard, and therefore it should be aligned with the other policies of 
Finland related to innovations, data economy, AI, other new technology, etc. Furthermore, the world 
leading expertise of many Finnish domestic policies and strategies could be increasingly utilized in Finland’s 
development cooperation, as pointed out in the previous recommendation. In order for Finland to become 
truly a global champion and leader in this space, any international and global efforts in promoting ethical 
and inclusive technology use, policies and strategies must be well aligned between different ministries and 
other public institutions, and also support development policy priorities.  

• Recommendation: The government of Finland could prepare one joint strategy for its international 
and global efforts in promoting inclusive, ethical and forward-looking technology use, policies, and 
strategies. This strategy should include the domestic, EU and global priorities of Finland, including 
development policy priorities. 

7. Introduce an ethical code of conduct for technology projects that Finland supports 

If Finland wants to practice what it preaches, it is important to ensure that an appropriate ethics and/or 
human rights based principles code of conduct are followed in all Finland supported innovation and 
technology projects, whether these are supported with the official development assistance or other 
funding. The code of conduct would apply to all project implementers, including government, private 
sector, and civil society, that use digital or frontier technologies in the Finnish government supported 
projects. There is an increasing need also internationally for practical recommendations on what human 
rights-based approach means in practice in technology policies, strategies and projects. Hence, if Finland 
puts resources into developing a practical code of conduct / principles to follow, the principles themselves 
and good practices and lessons learned from them, could be promoted internationally (linking this to 
recommendation 5).   

Some issues are listed below to be considered. 

• It is important to use well-defined values, existing good practices and principles when supporting 
projects related to the development of new technology. One example is the Principles for Digital 
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Development10 which provide a solid foundation for ensuring that technology is used in an ethical, 
well planned, people-centric manner maintaining the needs and rights of individuals at the heart of 
all actions and interventions. Especially experts Mr. Fabian and Ms. Sambuli emphasize the 
principle of co-creating and designing with the end users, specifically the poor and marginalized, to 
serve their interest and empowerment, instead of developing solutions for them (Chris Fabian 
interview, 2019; Nanjira Sambuli interview, 2019). 

• In addition to the human rights-based approach, ethical concepts such as justice, equality, non-
discrimination, participation, fairness, transparency, empowerment and accountability are 
important. 

• The development cooperation funding should always be especially targeted at people in vulnerable 
situations in order to ensure that they are not left behind of technological development.  

• MFA could organize workshops to all project implementers to raise awareness on the code of 
conduct and collect good practices. 

 
The following are suggestions for future academic research topics/themes. 

• How are frontier technologies being used to reach each individual Sustainable Development Goal? 
Case studies and examples should be included. 

• What are the opportunities vs. challenges in using digital technology and frontier technology in 
reaching each SDG and supporting human rights relevant to that SDG. 

• What is the impact of mobile/internet broadband penetration on poverty rates? 
o Does availability of mobile broadband/internet decrease poverty rates, offer more 

economic opportunities and impact individual wellbeing? 
• Does high presence of frontier technologies impact labor participation, increase average wages, 

and decrease poverty? 
• An evaluation of algorithm bias in select sub-Saharan African countries where AI is used to 

influence decision making, for example in banking decisions would help bring important details to 
light.  

• More research is needed on the perpetual pilot phase phenomenon: all hype or potentially 
scalable? One example could be an evaluation of how many frontier technology-related pilot 
projects in a selected country / countries have been continued after the pilot phase and/or scaled 
up to reach larger populations. 

• An evaluation of how access to broadband internet impacts gender equality could be conducted.  
• Frontier technology in education is a further topic of interest: researching the opportunities to use 

frontier technology solutions particularly in low income schools. 
• A study on the impact of technology on learning outcomes in select areas/cities in a sub-Saharan 

African country could bring practitioner level insights to light.  
 
 

 

 

 

 

 

 

  

 

10 https://digitalprinciples.org/ 

https://digitalprinciples.org/
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ANNEX 
Definitions of technologies 

Disruptive technology is one that displaces an established technology and shakes up the industry, or a 
ground-breaking product that creates a completely new industry. New technology can typically be divided 
into two categories: 1) sustaining - that relies on incremental improvements to an already established 
technology, and 2) disruptive. Some of the recent examples of disruptive technologies are e-commerce and 
ridesharing. Earlier examples of some of the disruptive technologies are smartphones and social 
networking. 

Emerging technology is a term generally used to describe a new technology, but it may also refer to the 
continuing development of an existing technology. It can have slightly different meanings when used in 
different areas, such as media, business, science, or education. The term commonly refers to technologies 
that are currently developing, or that are expected to be available within the next five to ten years. The 
term is usually reserved for technologies that are creating, or are expected to create, significant social or 
economic effects, and that can change the status quo. The five attributes that feature in emerging 
technologies are: 1) radical novelty, 2) relatively fast growth, 3) coherence, 4) prominent impact, and 5) 
uncertainty and ambiguity. Emerging technologies include information technology, wireless data 
communication, man-machine communication, on-demand printing, biotechnologies, and advanced 
robotics. 

Fintech: Financial technology (Fintech) is used to describe new tech that seeks to improve and automate 
the delivery and use of financial services. At its core, fintech is utilized to help companies, business owners 
and consumers to better manage their financial operations, processes, and lives by utilizing specialized 
software and algorithms, which are used on computers and, increasingly, on smartphones. Originally 
fintech was mainly used in financial institutions, but now it is been utilized in different sectors and 
industries such as education, retail banking, fundraising and non-profit, as well as investment management. 

Frontier technology: There is no universally agreed definition for frontier technology. Frontier technologies 
are seen to be the next phase in the evolution of modern technology. Some key characteristics that are 
associated with frontier technologies: they address large-scale economic, social and political opportunities 
or problems; they have rapid rates of technological development and advancement; they have broad 
potential impacts across diverse fields; they carry substantial potential for displacing or leapfrogging 
existing technologies or previous technological pathways taken in developed countries; and they involve 
considerable uncertainty about opportunities, risks and future pathways. Many frontier technologies can 
be classified as general-purpose technologies, in a similar way than steam, electricity, and information 
technology (IT) in the past. There are four areas are that are commonly considered at the moment as 
frontier technologies: 1) artificial intelligence software, 2) cryptocurrencies and blockchain, 3) IoT, 
hardware and drones, and 4) artificial, augmented and virtual reality. There are also some technologies that 
are not ready for larger scale use yet but are evolving quickly. These technologies include bioinformatics, 
robotics, unmanned vehicles etc. The UN typically uses the term frontier technology, but it is not so widely 
used outside the development sector. On the next page there are two figures on frontier technologies. The 
first one shows different categories of frontier technologies. The second figure lists what technologies key 
international institutions consider as frontier. 

Innovative technology: Innovative technology can be defined as technology that is newly inventive, 
innovative, or used in new ways. 

Even if they are not exact synonyms, emerging, frontier and disruptive technologies are often used in the 
literature and in technology policy studies as ways of describing technologies with the same features. This 
report uses the term frontier technology to refer to new technologies, as it is most often used in the 
development cooperation context. 
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Figure: The 40 key emerging technologies for the future 

  
Source: OECD, 2016  

Figure: Frontier technologies identified by different organizations 
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Source: UN ESCAP, 2018 
 

Other terminology 

Artificial Intelligence or AI. There is no single agreed-upon definition of artificial intelligence. There are 
some commonly used definitions below.  

• John McCarthy, one of the founding scholars who coined the term in 1956, defines it as “the 
science and engineering of making intelligent machines.” 

• Modern dictionary definitions focus on AI being a sub-field of computer science and how machines 
can imitate human intelligence (being human-like rather than becoming human). 

• Technopedia defines AI as an area of computer science that emphasizes the creation of intelligent 
machines working and reacting like humans. Computers with AI are designed especially to conduct 
the following activities speech recognition, learning, planning, and problem solving. 

Definitions of AI begin to shift based upon the goals that want to be achieved with an AI system. Generally, 
people invest in AI development for one of these three objectives: 1) build systems that think exactly like 
humans do (“strong AI”), 2) just get systems to work without figuring out how human reasoning works 
(“weak AI”), and 3) use human reasoning as a model but not necessarily the end goal. 

Big data: Big data refers to the large and diverse sets of information that grow at ever-increasing rates. It 
encompasses the volume of information, the velocity or speed at which it is created and collected, and the 
variety or scope of the data points being covered. Big data often comes from multiple sources and arrives in 
multiple formats. Big data refers to data sets that are too large or complex to be dealt with by traditional 
data-processing application software. 

Blockchain: Blockchain is a digital record of transactions. The name comes from its structure, in which 
individual digital records or information, called blocks, are linked together in single list and stored in a 
public database, called a chain. Blockchains are often used for recording transactions made with 
cryptocurrencies but they have also many other applications. Each transaction added to a blockchain is 
validated by multiple computers on the Internet. These systems, which are configured to monitor specific 
types of blockchain transactions, form a peer-to-peer network. They work together to ensure each 



69 

 

transaction is valid before it is added to the blockchain. This decentralized network of computers ensures a 
single system can not invalid blocks to the chain. The chain is never broken, and each block is permanently 
recorded. It is difficult to alter past transactions in blockchain since all the subsequent blocks must be 
altered first. 

Digital commerce is a type of e-commerce used by an organization that delivers and sells product online. It 
is used by companies that sell news, subscriptions, document or any form of electronic content. 

Drone is an unmanned aerial vehicle (UAV) or unmanned aircraft system (UAS). Essentially, a drone is a 
flying robot that can be remotely controlled or fly autonomously though software-controlled flight plans 
with the help of sensors and GPS. In the recent past, UAVs were most often associated with the military. 
However, drones are now also used in a wide range of civilian roles, including in some development 
cooperation projects, for instance delivering medication or taking pictures of an area. 

Internet of Things (IoT) in the simplest way means connecting any device with an on and off switch to the 
Internet (and/or to each other). This includes everything from mobile phones, coffee makers, washing 
machines, lamps, to wearable devices. The definition also applies to components of machines, for instance 
a jet engine of an airplane or the drill of an oil rig. The expectation is that anything that can be connected, 
will be connected in the future. With the help of the IoT technology, an object that can represent itself 
digitally becomes something greater than the object by itself. No longer does the object relate just to its 
user, but it is now connected to surrounding objects and database data. Besides helping individuals 
organize their daily lives, the IoT can create for instance ‘smart cities’ and help to reduce waste and 
improve energy efficiency on a big scale.  

Machine learning is an application of AI that provides systems the ability to automatically learn and 
improve from experience without being explicitly programmed. Machine learning focuses on the 
development of computer programs that can access data and use it to learn for themselves. The process of 
learning begins with observations or data, like examples, direct experience, or instruction. These 
observations or data help machines to look for patterns in data and make better decisions in the future 
based on the provided examples. The primary aim is to allow the computers to learn automatically without 
human intervention or assistance and adjust actions accordingly. Machine learning is not a new technology. 
The algorithms that drive the pattern recognition and machine learning applications of today have been 
around for many years. However, it is only now that machine learning models are starting to interact with 
more complex data sets and learn from previous computations and predictions to produce reliable 
decisions and results. 

3D printing or additive manufacturing process is a process of making three dimensional solid objects from a 
digital file. In an additive process, an object is created by laying down successive layers of material until the 
object is created. Each of these layers is a thinly sliced horizontal cross-section of the eventual object. 3D 
printing is the opposite of subtractive manufacturing, which is cutting out or hollowing out a piece of metal 
or plastic with for instance a milling machine. 3D printing enables the production of complex shapes using 
less material than traditional manufacturing methods. 

 


